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The Gartner Security & Risk Management Summit 2014 was held 25 – 26 August at the 
Hilton Hotel in Sydney Australia. This report summarizes and provides highlights from 
the event.

Overview
At the annual Gartner Security & Risk Management Summit, attendees heard the latest security 
and risk management presentations from the Gartner Research community on today’s most 
pressing topics, attended workshops run by expert analysts and industry leaders, heard real-life 
experiences during peer case studies, engaged in analyst-user roundtables and one-on-one 
meetings with Gartner analysts, and checked out the latest solutions at the Solution Showcase. 

During the summit, attendees walked away with actionable solutions to key issues, including how to: 

•	 Align	risk	management	strategies	with	business	goals	

•	 Communicate	within	IT	and	with	the	business

•	 Understand	the	growing	interconnectedness	of	all	forms	of	risk	management	

•	 Gain	the	role-specific	tools,	strategies	and	insights	to	stay	ahead	of	ever-increasing	threats	

•	 Prepare	for	new	regulatory,	compliance	and	privacy	requirements	

•	 Use	the	latest	techniques	to	evaluate	new	security	risks	presented	by	SaaS,	cloud	computing	

5 keynote sessions featuring Gartner analysts and industry experts

•	Gartner	Opening	Keynote:	Smart	Risk	—	Balancing	Security	and	Opportunity

•	 Industry	Panel	Discussion:	Smart	Risk	Realities	—	Lessons	from	the	Security	Experience	

•	Mastermind	Interview:	Balancing	Risk	and	Opportunity	in	a	Complex	World

•	Guest	keynote:	Your	Personal	Brand,	Your	Reputation,	Your	Opportunity

•	 Gartner	Closing	Keynote:	The	CISO	Agenda	for	2014/5

3	End-user	case	studies

•	 From	IT	Security	to	Information	Security	—	How	Technology	Is	Not	The	Greatest	Challenge	in	
Protecting	Your	Information	Online	 
Michael Rothery, First Assistant Secretary, Attorney-General’s Department

•	 The	Evolving	Nature	of	IT	Risk	Management 
Peter Cooper, Group Information Risk Manager, Woolworths

•	 User-Centric	Approaches	to	Identity	and	Access 
Bruce Hafaele, Chief Architect, Healthdirect Australia

Save the date

The Gartner Security & Risk 
Management Summit 2015 will 
take place 24 – 25 August 2015, 
at the Hilton Hotel in Sydney.

Be sure to bookmark the website, 
gartner.com/ap/security and 
check back for 2015 Summit 
updates.
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Gartner Keynote Sessions

Gartner Opening Keynote:  
Smart Risk: Balancing Security and Opportunity
John Girard, Paul E. Proctor and Andrew Walls

In this well-attended opening keynote, three Gartner analysts addressed how attendees could 
make smart choices to manage their risk and security processes through better understanding 
of	best	practices	and	by	forming	superior	working	relationships	between	CISOs,	CIOs	and	
CEOs.	They	further	explained	that	successful	security	and	risk	leaders	must	learn	to	make	smart	
decisions to captivate enterprise leaders and employees at all levels, to instil the values of security 
risk mitigation to cultivate the pursuit of greater business opportunities.

Gartner Closing Keynote:  
The CISO Agenda for 2014/2015
Christian Byrnes

Action Plan for Security and Risk Leaders

•	Monday	Morning:

– Focus on a subset of priority issues, and drive actions that deliver near-term improvements.

•	 Next	90	Days:

–	 Establish	a	current-state	baseline	that	becomes	a	foundation	for	continuous	improvement.

– Assess your planned investments and how they compare and align to Gartner’s survey 
analysis.

•	 Next	12	Months:

–	 Communicate	the	CISO’s	compelling	future	vision.

– Define and communicate realistic and measurable, time-bound goals, and establish tracking 
systems to check when the goals are achieved.

–	 Provide	the	new	CISO	credibility,	and	elevate	the	image	of	the	security	organization.

John Girard 
Vice President and Distinguished Analyst

Paul E. Proctor 
Vice President and Distinguished Analyst

Andrew Walls 
Vice President

Christian Byrnes
Managing VP
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Session Highlights

Top Security Trends and Takeaways for 
2014 and 2015

Earl Perkins
Research VP

Action Plan for Security and Risk 
Leaders

•	Monday	Morning:

– Assess how well the strategic vision 
of your security and risk program in 
specific shifts in threat and trends in 
the industry.

•	 Next	90	Days:

–	 Educate	your	IT	delivery	and	executive	
stakeholders on the challenges and 
opportunities ahead in risk and security. 

– Assess the maturity of the major 
elements of your risk and security 
program and decompose gaps into 
projects.

– Map key risk indicators into business 
key performance indicators and use 
this to engage the business in risk 
discussions.

•	 Next	12	Months:

– Develop a long-term strategy for 
continuous improvement.

– Develop and deliver an executive 
reporting scheme that addresses the 
needs of a business audience.

How to Use Pace Layering to Create a 
GRC Application Strategy

John Wheeler
Research Director

Action Plan for GRC Pace Layering

•	Monday	Morning:

–	 Familiarize	yourself	with	the	concepts	
of pace layering. 

– Identify different speeds of change in 
your environment.

•	 Next	90	Days:

–	 Organize	your	priorities	into	different	
pace layers. 

–	 Socialize	this	approach	with	your	
team, peers, stakeholders. 

•	 Next	12	Months:

– Structure your planning, governance, 
funding,	management	of	GRC	
applications using pace-layering. 

–	 Execute	your	pace-layered	approach	
in the appropriate application 
development cycles. 

– Reflect and refine your pace-layering 
strategy as you go. 

Horror Stories —Why IAM Programs 
Fail

Felix Gaehtgens
Research Director

Action Plan for IAM Leaders

•	Monday	Morning:

–	 Familiarize	yourself	with	the	failure	
scenarios.

– Review your existing vision for IAM.

•	 Next	90	Days:

– Identify IAM stakeholders throughout 
the enterprise.

– Review your vision for IAM based on 
liaison with all stakeholders.

–	 Establish	an	IAM	program	with	a	
program office.

•	 Next	12	Months:

– Develop your strategic and new 
tactical plans for IAM.

–	 Progress	projects	in	your	tactical	plan.

–	 Evaluate	your	IAM	program	maturity	
using Gartner ITScore for IAM.

To the Point: Developing the Key 
Competencies of the Contemporary 
Security Team

Tom Scholtz
VP and Gartner Fellow

Recommendations

•	 Invest	time	and	resources	in	
nontraditional skills development for 
both security management and other 
security staff. 

•	 Perform	a	skills	gap	analysis	during	your	
security program planning process, 
and include skills development on your 
annual plan. 

•	 Look	for	cross-training	opportunities	that	
can expose security practitioners to new 
skills, while simultaneously improving the 
organization’s	security	culture.	

•	 Include	training	as	an	item	in	the	annual	
security budget.
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Aligning Information Security 
and Information Management — 
Governance is the Key

Tom Scholtz
VP and Gartner Fellow

•	 Normalize	terminology:

– Roles (e.g., data owner and data 
steward).

–	 Topics	(e.g.,	data	quality	and	data	
protection).

–	 Policy	components	(e.g.,	objectives,	
principles, responsibilities, and 
processes).

•	 Don’t	forget	IT:

–	 Use	the	IT	department	as	catalyst.

•	 The	“Privacy	Officer”	can	be	a	common	
touchpoint.

•	 Combine	awareness	communications	
efforts.

•	 The	auditors	are	our	friends.

To the Point: People-Centric Security — 
Case Studies

Tom Scholtz
VP and Gartner Fellow

A Proposed Strategy for the Brave

•	Get	stakeholder	buy-in	to	pilot	the	new	
approach:

–	 CEO,	compliance,	audit,	legal,	HR

•	Modify	your	charter	(or	implement	a	
temporary alternative charter):

– Add principles, rights, and responsibilities

•	 Select	a	domain:

–	 New	application,	potentially	in	mobile/
BYOD	domain,	with	clearly	definable	
user group

•	 Define	the	trust	space	—	Identify	the	
applicable policies and controls (avoid 
developing new ones, except for 
monitoring and response).

•	 Develop	and	roll	out	targeted	education	
program to users.

•	Monitor	and	be	prepared	for	challenges.

Why Your Policy is Broken and How You 
Can Fix It

Robert McMillan
Research Director

Action Plan for CISOs

•	Monday	Morning:

– Review your policy for rookie mistakes 
and fix any that you find.

– Verify that you have an effective 
process in place for ensuring that your 
people are aware of the policy and its 
requirements.

•	 Next	90	Days:

– Implement a program to assess 
compliance and detect anomalies.

– Assess the extent to which you can 
prove that your external providers are 
managing to your policy, and adjust as 
required.

•	 Next	12	Months:

– Adjust your policy for likely future 
developments.

– Stress test your policy to look for 
potential failures.

Much Ado About Nothing: IT Security 
and OT Security Aren’t That Different

Earl Perkins
Research VP

Action Plan for Securing OT

•	Monday	Morning:

– Schedule a meeting with your 
managers and prepare an agenda that 
includes information from this session.

–	 Call	a	meeting	with	your	security	
and network peers to share this 
information and plan next steps.

•	 Next	90	Days:

–	 Evaluate	and	choose	an	assessment	
methodology and provider to establish 
current	state	of	IT/OT	security	in	the	
enterprise.

Gartner Events on Demand:  
Explore. Watch. Listen. Learn

As a full event attendee at the Security & Risk Management Summit, you 
are entitled to complimentary streaming access to the content from this past 
June’s	North	American	Security	&	Risk	Management	Summit.	Access	to	these	
recorded sessions will enable you to see and hear Gartner sessions anytime, 
as many times as you like, for one year.

Please	log	in	to	access	the	content:

1. Visit: gartnereventsondemand.com

2.	Log	in	with	your	Gartner	ID	and	password

3. Scroll down to select sessions of interest 

If	you’ve	forgotten	your	username	or	password,	you	can	select	the	“forgot	
username	or	password”	link	and	the	information	will	be	sent	to	you.	Additional	
questions	or	feedback	can	be	sent	to	eventsondemand@gartner.com.
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–	 Perform	the	assessment	and	evaluate	
the	results.	Prioritize	next	steps.	
Where	possible,	take	early,	immediate	
actions from results.

•	 Next	12	Months:

–	 Propose	an	IT/OT	security	plan	and	
budget developed from analysis of 
assessment and feedback, either by 
modifying existing plans or creating a 
new one. 

To the Point: Building a Secure User 

Andrew Walls
Research VP

Recommendations

•	 Develop	a	behavior	influence	plan	
mindful of reputation and relationships.

•	 Introduce	change	in	digestible	“chunks”.

•	 Give	employees	choices	and	agency.

•	 Insist	that	executives	model	the	desired	
behaviors.

•	 Build	transparency	and	consistency.

•	 Engage,	do	not	dictate.

•	 Promote,	model,	assess,	remediate	
behavior consistently.

Understanding the Spectrum of Metrics 
and Reporting 

Christian Byrnes
Managing VP

Your Action Plan CISOs and S&RM 
Leaders

•	Monday	Morning:

– Review what you are currently 
gathering and reporting.

– Assess whether your reports provide 
value to each audience.

•	 Your	Next	90	Days:

–	 Leverage	existing	data	and	
communication channels.

– Develop a metrics strategy that meets 
the needs of each audience.

–	 Create	a	framework	for	hierarchical	
reporting.

•	 Your	Next	12	Months:

–	 Learn	from	your	stakeholders	what	
works and what doesn’t work.

– Develop a long-term strategy for 
continuous improvement

To the Point: How to Achieve Success 
With Cyber Risk Assessment and 
Analysis 

Anne Robins
Research Director

To Recap

•	 Context	and	process	are	essential.

•	 Start	somewhere,	then	operationalize	it.

•	 Employ	a	two-tier	approach.

•	 Find	your	inner	quant.

•	 Good	tools	enable	good	practices.

Building Advanced KRIs — Risk Metrics 
That Influence Business Decisions 

Paul Proctor
VP Distinguished Analyst

Action Plan for CIOs, CROs and CISOs

•	 Review	all	of	your	dashboards	and	
metrics.

•	 Define	the	audience	they	address.

•	 Determine	the	decisions	for	the	audience	
that are influenced by the metrics.

•	 Determine	the	causal	relationships	each	
metric has to a business dependency.

•	 Revise	your	metrics	to	be	leading	
indicators.

•	 Reposition	IT	operational	metrics	away	
from business decision makers.
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Using Organizational Change to 
Mitigate Operational Technology Risk

Kristian Steenstrup
VP and Gartner Fellow

•	 THE	POINT:	Don’t	Underestimate	the	
Impact	of	Cultural	Differences

•	 Culture	of	OT	practitioners:	Reliability	
and safety, fault tolerance, determinism, 
consistency and longevity are key 
factors in architecture and design.

•	 Culture	of	IT	practitioners:	Frequent	
change, shorter lifetimes for products 
and systems, user or customer 
convenience	and	“the	experience”	are	
primary drivers for IT.

•	Where	a	common	vision,	mission	and	
policy are stated, it converges the 
cultures

GRC: A Good Concept — Fixing Terrible 
Execution

Paul Proctor
VP Distinguished Analyst

Steps for a Successful GRC Program

•	 Build	your	GRC	use	cases:

–	 No	more	than	10.

•	 Prioritize	the	list:

– Focus on the first three only!

•	 Build	good	processes	and	workflow:

– The consultants can’t do this for you.

– The tool can’t do this for you.

–	Most	organizations	run	out	of	
implementation money figuring this 
out.

•	Match	use	cases	to	tool	functions.

•	Most	organizations	only	implement	2	
use cases in first 18 months:

– Those who try to do more, fail.

To the Point: Now is the Time to Put 
Your Privacy Program Right

Carsten Casper
Research VP

Recommendations

•	 “It	depends”	—	clarify	the	scope.

•	 Take	a	risk-based	approach	to	privacy.

•	 Don’t	mix	personal	opinion	and	
company opinion.

•	 Take	care	of	your	employees	so	they	
take care of your customers.

•	 Program	and	project	management	best	
practices apply.

•	 Use	ITScore	to	measure	your	success.

•	 Communicate	privacy	practices	to	
employees and customers so there is no 
mismatch in expectations.

Practical Insight on Embedding Risk 
Management in Technology Operations 

John Wheeler
Research Director

Recommendations

•	 Review	your	current	IT	risk	management	
operating model and identify 
improvement opportunities.

•	 Enhance	over	arching	risk	management	
governance and alignment with other 
lines of defenses.

•	 Plan	and	develop	your	risk	intelligence	
capabilities while driving higher level of 
maturity in core capabilities.

•	 Supplement	organizational,	process	and	
data improvements with automation.

The Gartner Business Risk Model 

Paul Proctor
VP Distinguished Analyst

Risk-adjusted Forecasting

KRI Index Score Agreed Impact Calculated 
Impact per Index

Risk Adjusted 
Forecast

Information 
Security

55% 3% (~$6 million) $3,366,000 $204,000,000 
becomes reportable as 
$209,202,000 due to 
risk adjustments

IT Management 
Risk

25% 2% (~$4 million) $1,020,000

Strategic 
Alignment Risk

10% 3% (~$6 million) $612,000

Contract/
Sourcing Risk

5% 2% (~$4 million) $204,000
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To the Point: The Five Styles of 
Advanced Threat Defense

Craig Lawson
Research Director

Recommendations

•	 Use	the	“Five	Styles”	framework	to	
identify complementary solutions and 
avoid overlapping solutions.

•	 Implement	solutions	from	at	least	two	
of the three framework layers (network, 
payload, endpoint).

•	 Combine	real-time/near-real-time	
monitoring detection solutions with 
those that provide incident response and 
forensic analysis.

Architecting a New Approach for 
Continuous Advanced Threat Protection

Craig Lawson
Research Director

Recommendations

•	 Spend	less	on	prevention;	invest	in	
detection, response and predictive 
capabilities.

•	 Use	Gartner’s	12	critical	capabilities	as	
the framework for evaluating vendor’s 
capabilities.

•	 Shift	your	security	mindset	from	“incident	
response”	to	“continuous	response.”	

•	 Develop	an	SOC	that	supports	
continuous monitoring and is 
responsible for continuous threat 
protection.

•	 Architect	for	comprehensive,	continuous	
monitoring at all layers of the IT stack.

Application and Data Security Roadmap

Adam Hils
Research Director

Your Action Plan

•	 Today	(Next	Monday	Morning)

–	 Realize	that	tool-based,	siloed	app	
security testing will not protect all your 
apps.

–	 Realize	that	protecting	perimeter	will	
not secure your apps and data.

•	 Near	Future	(the	Next	12	to	18	Months)

–	 Realize	that	app	self-testing	and	self-
protection is the way to go.

–	 Select	DAST,	SAST,	and	WAF	that	are	
correlation-capable. 

– Subscribe to cloud-based SaaS for 
DAST,	SAST,	WAF.

–	 Evaluate	IAST	and	RASP.

•	 Longer	Term	(2015	to	2018)

–	 Acquire	and	deploy	IAST	and	RASP.

– Select only those package and cloud 
providers that have app security 
testing certificates.

– Adopt new gen. mobile apps 
detection and protection technologies: 
With	behavioral	analysis,	proactive	
testing,	and	RASP.	

–	 Protect	test	and	production	data,	
statically	and	dynamically.	Protect	
structured and unstructured data. 
Protect	legacy,	relational	and	big	data.

To the Point: How to Securely Adopt 
Public Cloud Computing

Adam Hils
Research Director

•	 Through	2019,	80%	of	cloud	breaches	
will be due to customer misconfiguration, 
mismanaged credentials or insider theft, 
not cloud provider vulnerabilities.

•	Why	it	might	not	happen	by	2019:

– Anyone and a website can become 
a	cloud	services	provider	—	
vulnerabilities abound.

–	 Enterprises	improve	their	cloud	
governance.

–	 Cloud	access	security	brokerage	
services become mainstream, 
standardizing	access	and	policy.

•	Why	it	could	happen	sooner:

–	 Lack	of	cloud	governance.

–	 Lack	of	visibility	of	cloud	services	
usage.

–	 Lack	of	skilled	IT	staff.

–	 Lack	of	IAM	governance.
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How “Bring Your Own” is Shaping 
Mobile Security 

John Girard
VP Distinguished Analyst

Recommendations

•	 Abandon	the	traditional	endpoint	
security	model:	Protect	data	without	
managing devices.

•	 Be	prepared	to	grow	your	risk	appetite	
to	embrace	BYOx.

•	 In	the	eyes	of	your	customers,	you	
will always be responsible for data 
breaches,	even	with	BYOD.

•	 Symmetry	is	key:	Feedback	
improvements into the non-mobile part 
of the architecture.

Securing Cloud Services

Anne Robins
Research Director

Recommendations

•	 Use	risk	models	to	“divide	and	conquer”	
risk assessment and focus on control 
conversations.

•	 Ensure	IAM	practices	align	with	control	
and business needs.

•	 Leverage	encryption	to	reduce	risks	
associated	with	CSP	or	multitenancy	
faults.

•	 Utilize	products	designed	to	work	in	
cloud deployments (and licensed for it).

•	 Embrace	automation,	not	just	for	service	
agility, but agile security response.

Herding Cats and Securing the Internet 
of Things — Made Easy

Earl Perkins
Research VP

Action Plan for IoT Security

•	Monday	Morning:

– Share this presentation with your 
security staff.

– Schedule a session with your 
enterprise architecture team.

•	 Next	90	Days:

– Implement simple awareness 
messaging for key business 
stakeholders	and	request	inclusion	in	
future plans.

–	 Choose	staff	for	further	training	in	IoT	
security principles.

•	 Next	12	Months:

–	 Establish	an	IoT	security	review	
process for new business proposals.

– Join consortia in your industry 
devoted to IoT security standards and 
practices where possible.
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