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IAM: Meeting Business

The Nexus of Forces — mobile, cloud, information and social — brings
new challenges and new opportunities for IAM. CISOs and IAM leaders
TABLE OF must keep sight of the needs of day-to-day operations, the demands
CONTENTS of governance, risk management and compliance, while extending
their vision to include the Nexus. And the obligation remains to deliver
meaningful, business-focused results.

2 Event Introduction

Why Attend
Our goal for the 2013 IAM Summit is to lay out the technology, tools

Tracks and Keynotes ) ) ) . . .
and techniques essential to establish an efficient, effective, enabling and
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Meet the Analysts enduring IAM program for lasting success.
Agenda at a Glance
Tracks A, B and C: Sessions
11 J\ljto:akl], Roundtables and Karthik Cariappa
orkshops Ant Allan Senior Programme
12  Powerful Tools to Navigate Research VP, Manager, Gartner
Manage and Decide Gartner Events

13 About Gartner
14  Solution Showcase

) GARTNER PREDICTS
15 How to Register
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Needs at the Nexus of Forces

Why Attend

¢ [ earn what will be the impact of cloud computing, mobile computing,
social networks and information on IAM on vice versa

¢ Understand what the organizational impacts of supporting IAM are

¢ Prepare for the next generation of IAM solutions by understanding
strengths, weaknesses and applicability to your needs

e Establish how to create a more access accountable and transparent
organizational culture for your enterprise

¢ Discover how IAM fits within the larger context of solving business relevant
problems and positioning the business for success

¢ Get advice on the best practices for planning, implementing and
managing/governing |AM

¢ Learn how to understand the maturity of your IAM program in order to
maximise value

Europe’s most important annual
gathering of the identity and access

management community.

Visit gartner.com/eu/iam or call +44 20 8879 2430

WHO SHOULD
ATTEND?

Senior business and IT
professionals including:

¢ Anyone responsible for IAM
programs

¢ CISOs, CSOs and their teams
e CIOs and other IT directors

¢ Vice presidents, directors
and managers of information
security

e Network security managers
and directors

e |T/IS directors and managers

¢ Enterprise architects and
planners

¢ Finance executives and risk
managers



A Plan, Manage and Govern Your IAM Program
Every program needs solid foundations. This track

provides the information you need to establish a
strategic vision for your IAM program and to take the
steps needed to actualize that vision. We provide
valuable, proven best practices around how to
articulate the overall business value of your IAM
program, IAM program management, how to make the
right decisions about IAM initiatives and how to place
IAM within the context of enterprise architecture.

B Take a Pragmatic Approach to IAM Technologies
What's really going on in the world of IAM today? What

are your peers doing, and how can you make the best
use of the technology that you have? In this track,
we look at IAM technologies in depth and reveal how
you can maximize the value of your |AM technology
investment with minimum wasted effort or expense and
successfully achieve your desired results.

C Get to Grips with the Nexus of Forces
Cloud, mobile, social and information are already

having a tactical impact on IAM. There are a number of
hot-button issues that are on everyone’s minds. If you
aren’t thinking about these topics now, then you will be
behind before you know it. But how can you separate
the fact from the hype? In this track, we explore where
and how IAM can support and exploit these emerging
trends and technologies and how your strategic vision
can reflect the Nexus of Forces.

D Complement IAM with Security and Risk
Management

IAM, security and risk management are related
disciplines. There are overlaps in both function and
technology that must be considered to get the most
out of your investment and have a robust, multifaceted
approach to IAM, infrastructure protection and risk
management within your organization. In this track, we
explore how |IAM complements and is complemented
by adjacent security and risk management tools and
techniques.

Virtual Track: For IAM Technical Professionals
This year we feature a number of sessions by Gartner
for Technical Professionals analysts that provide
in-depth insight on the intersection of IAM with
mobility, hybrid cloud, Amazon Web services and
externalization.

V Virtual Track: For New IAM Leaders
In this track we focus on the topics that will be of
particular relevance to new IAM leaders. What are the
key management actions and technology initiatives?
What are the important tactical and strategic issues?

I<

KEYNOTES

Summit Opening and Welcome Presentation:
The Socialization of Identity

Federation with business partners
simplifies admin and access for their
customers and workforce. But true generic
identity providers have yet to emerge.
Enterprises now seek to support user enrolment and
login via social networks. Will these networks become
the main identity providers of the future?

Ant Allan

Guest Keynote: Why it is Now Time for
Legitimate Businesses to Learn from
Transnational Organized Criminals

Jeffrey Robinson is the American born
British based international best-selling
author of 23 books, and a recognised
expert on Organised Crime, Fraud,
Identity Theft and Money Laundering. A native New
Yorker who has been living in Europe for 35 years,
Robinson’s 1995 investigative tour de force, ‘The
Laundrymen’, uncovered the true extent of global
money laundering. It is considered the definitive book
on the subject, and now used in universities and law
schools as a text.

Jeffrey’s eye-opening presentations are brilliantly
delivered with humour and his trademark New York
wit. He is a total entertainer and his presentations are
always well received by audiences around the world.

Jeffrey Robinson

Gartner Closing Keynote: Maverick: Kill Off
Security Controls to Reduce Risk

The traditional ‘control’ mindset of

information security cannot keep pace

with technological and behavioural

change, resulting in policies and

technologies that cause frustration and impede agility.

A new approach is required, one that recognizes

how the relationships between IT, the business and

individuals have been transformed irrevocably.

¢ \Why are the status quo approaches to information
security untenable?

e Does a less controls-intensive, more people-centric
strategy make sense?

¢ \What are the elements of a potential people-centric
approach?

Tom Scholtz

Gartner Identity & Access Management Summit 2013
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MEET THE ANALYSTS

Gartner analysts draw on the real-life challenges and solutions experienced by clients from
12,400 distinct organizations worldwide

Eric Ahim
Research Director

Ant Allan
Research VP

Joseph Feiman
VP & Gartner Fellow

Portfolio Strategy; Go-to-Market Planning; Sales
and Channel Strategy; Information Security
Technology and Services

Identity and Access Management

Information Security Technology and Services;
Application Development; Cloud Computing

John Girard
VP Distinguished Analyst

Gregg Kreizman
Research VP

Avivah Litan
VP Distinguished Analyst

Mobile Enterprise Strategy; Information Security
Technology and Services; IAM; Integrating
Apple into the Enterprise; Negotiating Software
Contracts

Identity and Access Management

Information Security Technology and Services;
IAM; Compliance; Information Security
Technology and Services

Mark Nicolett
Managing VP

Earl Perkins
Research VP

Tom Scholtz
VP Distinguished Analyst

Information Security Technology and Services

IAM; Information Security Program
Management; Security and Risk Management
Leaders; Information Security Technology
and Services; IT and Operational Technology
Alignment

Information Security Program Management;
Risk Management; Business Continuity
Management; IT Governance; Information
Security Technology and Services

Ray Wagner
Managing VP

Andrew Walls
Research VP

Dionisio Zumerle
Principal Research Analyst

IAM; Information Security Program
Management; Information Security Technology
and Services

Information Security Program Management;
IAM; Information Security Technology and
Services; Privacy; Business Gets Social

Gartner for Technical Professionals (GTP)

Gartner for Technical Professionals
provides in-depth, how-to research for
your project teams to help them assess
new technologies at a technical level,
develop technical architecture and
design, evaluate products and create an
implementation strategy that supports
your enterprise’s [T initiatives.

Mobile Enterprise Strategy; Security and Risk
Management Leaders; Information Security
Technology and Services

lan Glazer
Research VP

Trent Henry
Research VP

IAM; Identity and Access Governance;
Authorization; Access Certification; Role
Management; Privacy; User Provisioning;
Information Protection; Mobility; Privacy;
Federation

Visit gartner.com/eu/iam or call +44 20 8879 2430

Risk Management; Information Security
Technology and Services; Compliance;
Authentication; PKI; Mobility and Identity



AGENDA AT A GLANCE

MONDAY 11 MARCH

07:30-20:00 Registration, Information and Refreshments
08:00 - 08:45 Tutorial: IAM Myths and Monsters Tutorial: Moving From Security Silos to
Ray Wagner Enterprise Security Intelligence
Joe Feiman
09:00-10:00 Summit Opening and Welcome Presentation: The Socialization of Identity Ant Allan
10:00-10:30 Panel Discussion:
10:30-11:00 Refreshment Break in Solution Showcase

Plan, Manage and Govern

Your IAM Program

Take a Pragmatic Approach
to IAM Technologies

Get to Grips with the
Nexus of Forces

11:00-12:00 Best Practices for IAM Program Management Get the Plumbing Right! Directories for Internal | IAM At the Nexus of Cloud, Mobile, and Social
and Governance and Cloud Services Gregg Kreizman
Ant Allan Andrew Walls
12:00-13:15 Lunch in the Solution Showcase 12:15-12:30 MQ1
13:156-14:15 Ways to Achieve More With Less in Your IAM Fighting Threats with Layered Security and Technical Insights: A Magic 8 Ball in the Sky:
Program Improved Identity Proofing Federated, Distributed, and Cloud Externalized
Ray Wagner Avivah Litan Authorization
lan Glazer
14:30-15:00 Solution Provider Session Solution Provider Session Solution Provider Session
15:15-15:45 To-the-Point: Job Security in Cloud Era: To-the-Point: OTP Hardware Tokens: Technical Insights: To-the-Point:
Will Jobs Stay or Vaporize? Going, Going... Not Quite Gone Privileged Account Management: Gaining
Joe Feiman Ant Allan Relevance in the Age of Virtualization
lan Glazer
15:45-16:15 Refreshment Break in the Solution Showcase
16:15-17:00 A Crisis of Identity: Technical Truths and Trials How to Attack on Online Service “Whose Account is it Anyway?”
on the Journey to Data-centric Security Pete Armstrong Tech Director Identity Mark Stirland, Head of Information Security,
Andrew Yeomans, Board of Management, Jericho || Assurance, CESG Lv
Forum; Group Security, Commerzbank AG
17:15-18:15 Guest Keynote:
18:15-20:00 Networking Reception in the Solution Showcase

TUESDAY 12 MARCH

07:30-17:15 Registration, Information and Refreshments
08:00 - 09:00 Lessons Learnt (and Fingers Burnt) in IT Risk Getting to SSO Technical Insights:
Management Practice Gregg Kreizman Making It Work: Identity and Mobility
Tom Scholtz Trent Henry
09:15-09:45 Solution Provider Session Solution Provider Session Solution Provider Session
10:00 - 11:00 Selling IAM to the Business Technical Insights: User Provisioning Good Authentication Choices for Smartphones
Ray Wagner, Earl Perkins and Identity and Access Governance and Tablets
Fundamentals John Girard, Eric Ahlm
lan Glazer
11:00-11:30 Refreshment Break in the Solution Showcase
11:30 - 12:15 End-User Case Study Social Media and IAM Identity Intelligence & Biometrics
Luc SAUVAIN, Information Security / Access Barbara Mandl, Global Daimler IT- Julian Ashbourn, Biometrics Expert and
Rights Team, Pictet Organization: CoC Identity and Access Business Analyst, British Airways
Management
12:30-13:00 Solution Provider Session Solution Provider Session Solution Provider Session
13:00 - 14:00 Lunch in the Solution Showcase
14:00 - 15:00 Developing a Strategic Vision for User Consulting and System Integration (C&SI) and [ Identity Intelligence or Employee Surveillance?
Authentication Managed/Hosted Services Andrew Walls
Ant Allan Earl Perkins
15:00 - 15:30 Refreshment Break in the Solution Showcase
15:30-16:15 Guest Keynote: Why it is Now Time for Legitimate Businesses to Learn from Transnational Organized Criminals Jeffrey Robinson, Inter
17:00-17:15 Gartner Closing Keynote: Maverick: Kill Off Security Controls to Reduce Risk Tom Scholtz
17:15  Summit close
6 Gartner Identity & Access Management Summit 2013



Agenda correct as of 19 November 2012

I Gartner for Technical Professionals Session |

At the Summit, please refer to the agenda in the event guide
provided, for the most up to date session and location information

10:35-10:55 “60 Sec or Bust” Summit Solution Snap Shot

Complement IAM with

Security & Risk Management

Dealing with Advanced Threats and
Targeted Attacks
Mark Nicolett

Interactive Roundtables
Workshops

11:00 - 12:30 11:15-12:15

Workshop: How an IAM RFP IAM and Security for Financial
Can Help You Choose the Best Services

Solution for your Business
Earl Perkins, Eric Ahim

Avivah Litan, Ray Wagner

13:00 - 13:15 MQ2

Enabling Mobility Securely By Protecting
Mobile Applications On Smart Phones and
Tablets

John Girard, Dionisio Zumerle

Solution Provider Session

13:15 - 14:45 13:30 - 14:30
Workshop: The Gartner ITScore Social Networks, Identity and
Maturity Model for IAM Security

Earl Perkins, Gregg Kreizman Andrew Walls, Ant Allan

To-the-Point: Dealing with APTs — a Best 15:30 - 17:00 15:30 - 16:30

Practice Review of Coping with Advanced Workshop: Reporting to the Directory Strategy (and

Persistent Threats Board Consolidation) + Directory

Eric Ahim Tom Scholtz Migration Strategies
Andrew Walls

Bring Your Own...4G: How Secure Are the | 08:00 - 09:30 08:00 - 09:00

Mobile and Wireless Networks You Use for
Business?
Dionisio Zumerle

Solution Provider Session
User Activity Monitoring for Early Breach

Detection
Mark Nicolett

Workshop: Developing Identity
and Access Management
Processes and Controls

Ant Allan, Earl Perkins

09:45 -11:15

Monitoring and Fraud Detection
Avivah Litan, Mark Nicolett

10:00 - 11:00

Workshop: Protecting Things You Always Wanted to
Applications and Data beyond Know About Authentication but
IAM: Technologies and Processes | Were Afraid to Ask

Joe Feiman, Dionisio Zumerle Ant Allan, Trent Henry,

Avivah Litan

Performing IAM is Only One

Prerequisite Step

Jules JEROME, Head of Inspection,
Banque Internationale a Luxembourg
Solution Provider Session

Technical Insights: Identity and Security
Considerations for Mobility
Trent Henry

11:30 - 13:00 11:30 - 12:30
Workshop: IAM Intelligence — How [ Identity and Mobility
to Break Down the Myth About Trent Henry, John Girard,

Identity and Access Intelligence Dionisio Zumerle

David Lello

13:30 - 15:00 14:00 - 15:00

TBC Getting Access: SSO, Federation

and Authorization Management
Gregg Kreizman, lan Glazer

national author and an expert on Organised Crime, Fraud, Identity Theft and Money Laundering

Visit gartner.com/eu/iam or call +44 20 8879 2430

AGENDA GUIDANCE

To help you navigate the
summit agenda, we’ve
identified track sessions
that match your experience
level and information needs.
Specific categories include:

MATURITY LEVEL

H Foundational: If you are
at the early stages of your
initiative, or are a newcomer
to this space, these sessions
will give you the necessary
understanding and first steps.

Advanced: If you are an
advanced practitioner, these
sessions are designed to take
your initiative, or understanding,
to the next level.

FOCUS

A Tactical: Sessions providing
tactical information that can
be used straight away, with a
focus on “how to”, dos and
don’ts, and best practices.

A Strategic: Sessions focusing
on the strategic insight
supporting the development
and implementation of your
action plan.

A Visionary: Sessions
focusing on emerging trends,
concepts, or technologies that
will help you with your future
planning and decisions.

PERSPECTIVE

G Business: Sessions geared
toward business leaders, or
IT professionals who need to
understand the challenges
and opportunities from a
business, organizational, or
cultural perspective.

@ Technology: Sessions that
address technical concepts,
details, and analysis.
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TRACK A: Plan, Manage and Govern Your IAM Program

Best Practices for IAM Program

Management and Governance

IAM initiatives need good program

management and sound governance,

but existing information security
programs and governance frameworks
may be incomplete. This session sets
out Gartner’s recommendations for IAM
program management and governance,
which typically build on and extend
information security best practices in
ways that address the more intimate
relationship that IAM has with the
business.

e How best can you establish an
ongoing IAM program?

* What constitutes sound formal
governance processes and functions
for IAM?

* How can you ensure that the PMO
and governance forums are made up
of the right people?

Ant Allan

(oYY teer

Lessons Learnt (and Fingers Burnt)
in IT Risk Management Practice
Risk management is more art than
science. The best way to learn risk
management is to practice it. And the
risk management approach must suit
the culture of the organization. This
Town Hall session will allow delegates
to share experiences, pitfalls and best
practices.

e \What are the challenges and realities
inherent in finding the productivity/
protection sweet spot?

¢ \What are the risk management
and assessment approaches and
experiences amongst Gartner’s
clients?

e How to identify and avoid the
common pitfalls?

Tom Scholtz

HAOQ

Ways to Achieve More With Less in

Your IAM Program

In times of economic stress and

uncertainty, organizations are being

forced to be creative in delivering much

needed solutions. IAM is no different.

This session presents ideas on how to

stretch your IAM euro to make the best

impact possible with what you have.

e How can | be creative with IAM and
related technologies?

¢ What have other companies done?

* How can | avoid making the situation
worse?

Ray Wagner

AO

Selling IAM to the Business

One of the most elusive deliverables

in IAM is the business justification for

building IAM. How can IT create a

coherent and believable story about

why IAM is needed in the enterprise
in language that the business can
understand and accept? This is an
interactive Q&A session.

e |s it possible to develop a return-
on-investment statement for an 1AM
program?

* \Who do | need to sell IAM to within
the enterprise to increase chances of
funding success?

¢ \What should an IAM business
justification have to be successful?

Ray Wagner, Earl Perkins

OO

To-the-Point: Job Security in Cloud
Era: Will Jobs Stay or Vaporize?
Cloud is a transformational phenomenon
that changes our businesses and our

IT organizations. Will cloud transform IT

workforce? Will it threaten people’s job

security?

e How cloud impacts IT jobs, security
jobs specifically?

e Are all security markets (and
respective jobs) created equally cloud-
enabled?

e \Which jobs will fail, survive, or prosper
in the cloud era?

¢ \What shall individuals do to keep, or
evolve, or change their jobs in the
cloud era?

Joe Feiman

AO

Developing a Strategic Vision for
User Authentication
The increased range and variety of
authentication methods and platforms
now available means that there that
there is likely a “best fit” authentication
solution for every enterprise use case.
But it is difficult for IAM and information
security leaders to find that solution
among the myriad options.
e What are the characteristics of a good
authentication method?
* How do different use cases influence
and constrain enterprises’ choices?
e How can enterprises architect a
sound authentication solution?

Ant Allan

o

H Foundational Advanced

D Aumni

8

L2000 JAM Leaders

A Tactical

GIP Gartner for Technical Professionals

Strategic

A Visionary

G Business G Technology

Gartner Identity & Access Management Summit 2013
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TRACK B:L;I'alge a Pragm

Get the Plumbing Right! Directories
for Internal and Cloud Services
Buildings and identity management
don’t work well if the plumbing is not
designed, deployed and maintained.
Behind every shiny, new IAM program is
a wilderness of directories, databases,
synchronization events and trust
relationships. If you don’t sort out the
plumbing your IAM system is doomed
to failure. This presentation will dive into
the plumbing and identify what works
and what doesn’t work when it comes
to directories, whether they are at home
or in the cloud.
¢ \Why should we worry about the
plumbing?
* How do | fix the plumbing without
renovating the entire building”?
e How can | future proof my plumbing?

Andrew Walls

@

Getting to SSO

The quest for single sign-on is the result

of disparate identity silos, increased

password related support costs, and
user frustration. This session helps

attendees make decisions regarding
strategies and tools to achieve SSO.

¢ What are the forces driving enterprises
to require SSO?

* How should organizations plan for and
choose SSO approaches and tools?

* What are the market solutions, and
which vendors and open source
solutions can support different SSO
needs?

Gregg Kreizman

HAOO

Fighting Threats with Layered
Security and Improved Identity
Proofing
This session will look at internal and
external threats against the enterprise
and will delve into the layered security,
fraud prevention and identity proofing
approaches needed to mitigate these
threats.

e \What are the current and future attack
vectors threatening the enterprise?

e \What are the best practices for
layered fraud prevention and identity
proofing to protect account takeover
and new account fraud? How do they
fit into existing IAM processes?

e \What type of layered security services
are needed to stop external threats,
such as phishing and malware based
attacks, against employees and
external users

Avivah Litan

HAQ

Technical Insights: User Provisioning

and Identity and Access Governance

Fundamentals

User provisioning and identity access

governance (IAG) technologies form the

foundation of an identity management

solution. In this session Gartner will

provide a component description

and architectural overview of these

technologies. Gartner will also offer

deployment considerations, insights,

and best practices based on years of

customer experience.

In this session participants will:

* Develop a basic understanding of
provisioning and IAG technologies

e Gain insights into the integration touch
points between provisioning and IAG

¢ |dentify best practices for deploying
these services

lan Glazer

GIP

Visit gartner.com/eu/iam or call +44 20 8879 2430

atic Approach to IAM Technologies

To-the-Point: OTP Hardware Tokens:

Going, Going... Not Quite Gone

OTP hardware tokens have been a

staple user authentication method for

more than 25 years, but are increasingly

losing out to alternative methods in new

and refreshed implementations. This

session explores this trend and asks

if the demise of hardware tokens is

inevitable ... or not.

e \Where are they used and what are the
problems?

¢ \What are viable alternative
authentication methods?

e Will OTP hardware tokens make a
comeback?

Ant Allan

AOGO

Consulting and System Integration

(C&SIl) and Managed/Hosted

Services

The services market to aid IAM

deployments is growing and expanding.

Maturity of IAM products and services

continues to make implementations

easier, but complexity and compliance

concerns continue to demand help in

making IAM systems truly effective.

IDaaS and outsourcing are also growth

markets.

¢ \What is the current state of IAM C&SI
and managed/hosted service markets
today?

¢ \What are best practices in choosing
these services?

e What is the future of IAM C&SI and
managed/hosted services?

Earl Perkins

AOOED



_TRLACK C: Get to Grips with th

e Nexus of Force

IAM At the Nexus of Cloud, Mobile,

and Social

Enterprises must manage identity in

an increasingly hybrid world in which

legacy on-premises |IAM infrastructures

are extended or replaced to support

SaaS and mobile endpoints. Identities

established on social media platforms

are also being leveraged for enterprise
system access.

* What issues must be addressed when
applications are moved to the cloud,
when endpoints are mobile, and social
identities are to be leveraged?

¢ What are the traditional and emerging
methods for resolving these
problems?

* What are the current and emerging
standards that support IAM, the
cloud, mobility and social?

Gregg Kreizman

HAOOQ

Technical Insights: Making It Work:

Identity and Mobility

Integrating mobile devices into the

existing IT fabric — particularly IAM — is

challenging, due to product maturity

and increased complexity. Join us to

explore the authorization, credentialing,

and authentication interactions among

mobile devices, IAM components, and

mobile device management.

¢ What authentication methods are best
suited to mobile computing?

* How can mobile computing best
integrate with directory services?

¢ What opportunities will NFC (Near-
Field Communication) provide?

Trent Henry

O Oar
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Technical Insights: A Magic 8 Ball in
the Sky: Federated, Distributed, and
Cloud Externalized Authorization
Externalized authorization has granted
enterprise applications rich decision-
making ability and ways of controlling
who can do what with what kind of
data. Although, identity management
services have begun their inevitable
migration to the cloud, authorization has
lagged its peers.
e To what extent is externalized
authorization becoming mainstream?
¢ \What are the deployment patterns for
externalized authorization with respect
to cloud services?
* \What are the challenges of federated
authorization?

lan Glazer

O ar

Good Authentication Choices for

Smartphones and Tablets

The price and complexity of traditional

authentication methods for remote

access is more than just unpopular
with users of smartphones and tablets;
in many cases the platforms simply

do not support robust methodologies.

This presentation shows a path forward

for making strategic decisions about

mobile authentication and answers

the question “who benefits from good

authentication?”.

e \What security and privacy criteria
are most urgently at risk in mobile
computing?

e Case Studies: What will good
authentication method for smartphones
and tablets look like in 20177

¢ Which vendors and technologies will
provide the best future for mobile
identity management?

John Girard, Eric Ahim

o0

Technical Insights: To-the-Point:

Privileged Account Management:

Gaining Relevance in the Age of

Virtualization

Privileged accounts remain a significant

threat to the enterprise because they

can result in denial of service attacks,

unauthorized transactions, and data

breaches. This session will explore the

risks of these accounts and recommmends

approaches to keep your organization

out of compliance “hot water”.

e \What threats do privileged accounts
pose?

e How can/should organizations control
various types of privileged accounts?

* How can organizations keep auditors
happy?

lan Glazer

() 2

Identity Intelligence or Employee

Surveillance?

Expansion of identity into cloud platforms

provides enterprises with unparalleled

opportunities to develop a more
complete understanding of the services
their users access, where they are when
they access a service, and how they use
those services. In other words, IAM gives
us new abilities to spy on our users. This
presentation will take a candid look at the
promises and perils of identity intelligence
with an aim to keeping you out of jail.

e What is identity intelligence and how
does it relate to user monitoring and
surveillance?

* How can you derive benefits from
identity intelligence without creating
more risks for yourself and your
enterprise”?

e Should | be worried? How can you
use identity intelligence and prevent
malicious outsiders from gaining identity
intelligence about your employees?

Andrew Walls

@

Gartner Identity & Access Management Summit 2013
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IAM with Security and Risk Management

Dealing with Advanced Threats and

Targeted Attacks

Today'’s attacks are stealthy and

targeted to steal critical data or

compromise specific accounts.

Organizations need to present a

hard target to an attacker, implement

shielding to protect systems and

applications and get better at threat and
breech detection

e \What are the security risks and
challenges associated with advanced
threats, consumerization, and
mobility?

* How can [T security organizations find
and fix vulnerabilities before they are
exploited and also detect targeted
attacks and breeches?

® How can IT security organizations
protect applications and data from
advanced threats while meeting
business data access requirements?

Mark Nicolett

o0

Bring Your Own... 4G: How Secure
Are the Mobile and Wireless
Networks You Use for Business?
When authenticating on wireless and
mobile networks business users must
have an understanding of where the
risks lie for data exposure.
Adopting some best practices to avoid
these risks can be beneficial for the
organization. Moreover, broadband
wireless and mobile networks can
empower mobile security solutions on
top of the network.
¢ \What are the ways in which mobile
and wireless networks create security
and privacy risks?
¢ Which best practices will mitigate
mobile security risks?

Enabling Mobility Securely By
Protecting Mobile Applications On
Smart Phones and Tablets
Organizations are implementing ways
to protect mobile devices. Enabling
applications on corporate or employee-
owned devices remains, nevertheless, a
major mobile security issue.

The presentation will talk about the

major trends in mobile application

security.

e What are the major risks and
challenges concerning the use of
mobile applications?

* How will mobile identity be used
to determine access rights to
applications and data?

e How can corporate applications
residing on mobile devices be
protected and enabled?

John Girard, Dionisio Zumerle

HOo®

User Activity Monitoring for Early

Breach Detection

Early detection of targeted attacks and

security breaches has never been more

important and more difficult to achieve.

User activity monitoring is key to early

detection of targeted attacks, and has

become part of the standard of due care
for a variety of regulations across all
industry segments.

¢ \What are the security and compliance
drivers for user activity monitoring?

e How can SIEM and other monitoring
technologies be deployed for early
detection of internal and external
threats?

¢ Which SIEM vendors are best suited
to particular monitoring use cases?

Dealing with APTs - a Best Practice
Review of Coping with Advanced
Persistent Threats

APTs can affect organizations of any
size. Hackers use social media and
other readily available information about
individuals in order to make their one-

off attacks successful. Handling APTs

in your organization requires more than
the addition of new controls, it requires a
focus on security and threat detection to
be added to the overall security program.
This session will discuss the different
approaches organizations are taking to
handle APTs and advice from Gartner on
the best practices in policy, operations
and technology selection to stop APTs
from affecting your organization.

Eric Ahim

Technical Insights: Identity and
Security Considerations for Mobility
This session explores the intertwined
requirements for security, data
protection and IAM. The options for
managing the risk associated with
mobile devices’ storage of and access
to sensitive information and applications
is described and analyzed for their
impact on the mobile strategy.
e Control options for sensitive data on
mobile devices
® The extent to which identity controls
can be incorporated into device
protection
e The relationship between security,
device management and application
architecture

* How can emerging mobile networks Mark Nicolett Trent Henry
be leveraged as security enablers? G @ @ GIP
Dionisio Zumerle
H Foundational Advanced A Tactical Strategic A Visionary G Business G Technology

D Aumni

L2000 JAM Leaders

GIP Gartner for Technical Professionals

Visit gartner.com/eu/iam or call +44 20 8879 2430
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INTERACTIVE SESSIONS

Limited Availability — Book Early

Roundtables and Workshops are restricted to a limited number of participants and

are available to end users only. Attendees will be accepted on a first-come, first-

served basis. Reservations can be made through the online Agenda Builder tool.

Analyst-User Roundtables

These topic-driven end-user forums are moderated by Gartner analysts. Learn
what your peers are doing around particular issues and across industries

(preregistration required).

AUR: IAM and Security for Financial
Services

Avivah Litan, Ray Wagner

AUR: Social Networks, Identity and
Security

Andrew Walls, Ant Allan

AO

AUR: Directory Strategy (and
Consolidation) + Directory Migration
Strategies

Andrew Walls

AUR: Monitoring and Fraud Detection
Avivah Litan, Mark Nicolett

AUR: Things You Always Wanted
to Know About Authentication but
Were Afraid to Ask

Ant Allan, Trent Henry, Avivah Litan

A®

AUR: Identity and Mobility

Trent Henry, John Girard, Dionisio
Zumerle

o

AUR: Getting Access: SSO,
Federation and Authorization
Management

Gregg Kreizman, lan Glazer

Workshops

Workshop: How an IAM RFP Can
Help You Choose the Best Solution
for your Business

Earl Perkins, Eric Ahim

AO

Workshop: The Gartner ITScore
Maturity Model for IAM

Earl Perkins, Gregg Kreizman

A OB

Workshop: IAM Intelligence — How
to Break Down the Myth About
Identity and Access Intelligence

David Lello

Workshop: Reporting to the Board
Tom Scholtz

HAOMDD

Workshop: Developing Identity and
Access Management Processes
and Controls

Ant Allan, Earl Perkins

| F s\ & JLoader

Workshop: Protecting Applications
and Data beyond IAM:
Technologies and Processes

Joe Feiman, Dionisio Zumerle

AO
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MEET ONE-ON-ONE
WITH A GARTNER
ANALYST

Private 30-minute consultations

with a Gartner analyst provide
targeted, personalized advice to
help you plan proactively and invest
wisely (pre-registration required).

End User Case
Study Sessions

A Crisis of Identity: Technical
Truths and Trials on the Journey to
Data-centric Security

Andrew Yeomans, Board of
Management, Jericho Forum; Group
Security Commerzbank AG

How to Attack on Online Service

Pete Armstrong, Technical Director,
Identity Assurance, CESG

“Who’s Account is it Anyway?”

Mark Stirland, Head of Information
Security, LV

TBC

Luc Sauvain, Information Security /
Access rights team, Pictet

Social Media and IAM
Barbara Mandl, Global Daimler IT-

Organization: CoC Identity and Access
Management

Identity Intelligence & Biometrics

Julian Ashbourn, Business Analyst
British Airways and Biometrics
Expert.

Performing IAM is only one
prerequisite step

Jules Jerome, Head of Inspection,
Banque Internationale a
Luxembourg

Gartner Identity & Access Management Summit 2013
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POWERFUL TOOLS TO.NAVIGATE MANAGE AND DECIDE

To get the most out of your Summit experience, we've created
a range of tools to help you manage your goals and objectives
of attending.

Access and manage your conference agenda, when and where you need
to — Agenda Builder and Gartner Events Navigator Mobile App

Agenda Builder

Customize & Manage Your Conference
Experience

Time is a critical resource. And managing it well throughout the event makes a
huge difference. So it makes sense to schedule and organize all your sessions
and activities with Agenda Builder — your online conference organizer. Use it to
create and customize your very own conference curriculum, in synch with your
needs and interests. Agenda Builder gives you the ability to organize your time
at the conference around these essential criteria:

¢ Date and time

e Track

e Analyst/Speaker profiles

e Session Descriptions

e Session Types

e Key Initiatives

e Vertical Industries

Plus, you can access your agenda on the go via ab.gartner.com/iame7

Gartner Events Navigator
Mobile App

Manage your agenda anytime, anywhere with Gartner Events Navigator

e Get up-to-the-minute event updates

¢ Integrate social media into your event experience
e Access session documents and add your notes
¢ Available for iPhone, iPad and Android

Event Approval Tools

For use pre-event, on-site and post-event, our Event Approval Tools
(formerly Justification Toolkit) make it easy to demonstrate the substantial
value of your Gartner event experience to your manager. They include a
customizable letter, cost-benefit analysis, top reasons to attend and more.

Visit gartner.com/eu/iam for details.

Visit gartner.com/eu/iam or call +44 20 8879 2430

About Gartner

Gartner is the world’s leading
information technology research
and advisory company. We deliver
to our clients the technology-
related insight and intelligence
necessary to make the right
decisions, every day. Our pivotal
advantage: 890 analysts delivering
independent thinking and
actionable guidance to clients in
12,400 organizations worldwide
— the majority from the Fortune
1000 and Global 500. This
extensive body of knowledge,
insight and expertise informs all of
our 60+ events around the world.
You simply won'’t find this unique
quality of content at any other IT
conference. Why? Because no
one understands the impact of
technology on global business like
we do.

No need
to take notes

Missed a session? Have no fear.
Your ticket includes keynotes
and track sessions — not just
those you see live!l Gartner Events
On Demand provides streaming
access of recorded presentations
to all paid attendees for one year.
Watch your favorites again and
see those you missed from any
Web-connected device. Visit
gartnereventsondemand.com.

|

T |
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SOLUTION SHOWCASE

SPONSORSHIP
OPPORTUNITIES

Develop a shortlist of technology providers who can meet your
particular needs. We offer you exclusive access to some of the
world’s leading technology and service solution providers in a

variety of settings.

PREMIER SPONSORS

For further information about
sponsoring this event:

+44 1784 267456
european.exhibits@gartner.com

SILVER SPONSORS

agility
made possible

technologies

CA Technologies (NASDAQ: CA) is an IT management
software and solutions company with expertise across
all IT environments —from mainframe and distributed, to
virtual and cloud. Our products enable customers to
manage and secure [T environments and deliver more
flexible IT services. Our innovative products and services
provide the insight and control essential for IT
organizations to power business agility. The majority of
the Global Fortune 500 relies on CA Technologies to
manage evolving IT ecosystems.

ca.com/secure-it

PLATINUM SPONSORS

Pin:
Ideﬁtlty“‘

Ping Identity is the Cloud Identity Security leader.
Businesses that depend on the Cloud rely on Ping
|dentity for simple, proven, secure cloud identity
management. pingidentity.com.

www.pingidentity.com

AlertEnterprise’/

AlertEnterprise Security Convergence capabilities are
revolutionizing Identity and Access Governance while
extending IAM beyond IT to include Physical and
SCADA security for the true prevention of risk against
fraud, theft and malicious threats. AlertEnterprise
delivers Situational Awareness as well as Incident
Management and Response for true IT — OT Integration.

www.alertenterprise.com

(dCOURION

Courion, the leader in IAM (IAM) solutions that effectively
and securely manage user access risk, helps companies
identify, quantify and manage the risks associated with
information access. With more than 14 million users in
500 organizations worldwide, Courion’s on-premise and
cloud-based solutions deliver the industry’s fastest time
to value and lowest cost of ownership.

www.courion.com

Quest One Identity Solutions from Dell reduce the
complexity, cost and risk of managing identities and
controlling access to increase compliance, security and
efficiency. Unlike traditional framework solutions, our
modular, integrated approach is perfectly optimized to
meet today’s access governance, privileged account
management, user activity monitoring and identity
administration needs.

www.quest.com/identity-management
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-betasystems

Designed through 20 years of experience for IAM
solutions and services Beta Systems Identity Access
and Intelligence Management suite easily integrates your
business need with automated provisioning, role
management, workflow and data analysis in support of
IAG. The innovative Access Intelligence solution brings
new levels of transparency to the business layer than
conventional IAM solutions.

www.betasystems.com

Cyber-(Drk

Security That Empowers People™

Cyber-Ark® Software is a global information security
company specializing in protecting and managing
privileged users, sessions, applications and sensitive
information. Its Privileged Identity Management,
Sensitive Information Management and Privileged
Session Management Suites, enable organizations to
effectively manage and govern datacenter access and
activities, whether on-premise, off-premise or in the
cloud.

www.cyber-ark.com

@ SaqilPoint

SailPoint empowers the world’s largest organizations to
mitigate risk, reduce IT costs and ensure compliance.
SailPoint IdentitylQ, a market-leading identity
management suite, offers a complete set of capabilities
including automated access certifications, access
request, user provisioning, password management,
policy enforcement and identity intelligence — leveraging
a unified governance platform.

www.sailpoint.com

EVIOIAn

A Bull Group Company

Evidian, the European leader of IAM software helps over
750 organizations improve their agility, enhance security
and comply with laws and regulations, while reducing
costs.

www.evidian.com

Rock

ForgeRock offers the only integrated, agile, Open-
source |dentity Stack purpose-built to protect enterprise,
cloud, social and mobile applications at Internet scale.
www.forgerock.com

Hitachi ID Systems’ IAM solutions improve IT security,
ensure regulatory compliance, lower administration
costs, support internal controls and improve user
service.

http://hitachi-id.com/

ILANTUS Technologies specializes in integrated IAM
solutions for the convergence of cloud and enterprise
through products, system integration and managed
services, leveraging 12+ years’ experience.

www.ilantus.com

<
Vs LAYER7

TECHNOLOGIES

Layer 7 Technologies helps enterprises secure and
govern interactions between organizations and services
they use in the cloud; across the Internet; and on mobile
devices.

www.layer7.com/

Q

Chutwirn S =

Qubera Solutions is a boutique Identity & Access
Management systems integrator with offices in Santa
Clara, London and India having delivered over 200
engagements worldwide.

www.quberasolutions.com

RADLANT
268IE

As the market leader in identity virtualization, Radiant
Logic’s federated identity service integrates disparate
silos across heterogeneous environments for advanced
security, cloud, and federation initiatives.

www.radiantlogic.com

Gartner Identity & Access Management Summit 2013
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REGISTRATION

3 easy ways to register

Web: gartner.com/eu/iam

Email: emea.registration@gartner.com
Phone: +44 20 8879 2430

Pricing

Early-Bird Price: €2,025 + UK VAT (offer ends 11 January 2013)

Standard Price: €2,325 + UK VAT
Public Sector Price: €1,800 + UK VAT

Gartner event tickets

We accept one Gartner summit ticket or one Gartner Catalyst ticket for
payment. If you are a client with questions about tickets, please contact your

Account Manager or email emea.events@gartner.com.

EARLY-BIRD SAVINGS

Save €300 when you register
by 11 January 2013.

Early-Bird price: €2,025 + VAT

LEVERAGE MORE VALUE ACROSS YOUR ORGANIZATION

Knowledge creates the capacity for effective

action. Imagine the impact on your organization

when knowledge multiplies: common vision, faster
responses, smarter decisions. That’s the Gartner
Team Attendance effect. You'll realize it in full when
you attend a Gartner event as a group. Maximize
learning by participating together in relevant sessions.
Split up to cover more ground, sharing your session
take-aways later. Leverage the expertise of a Gartner
analyst in a private group meeting.

Team Benefits
e Team meeting with a Gartner analyst (end users only)
¢ Role-based agendas

¢ On-site team contact: Work with a single point of
contact for on-site team deliverables

e Complimentary registrations

MEDIA PARTNERS

Complimentary Registrations

¢ 1 complimentary registration reward with
3 paid registrations

e 2 complimentary registration rewards with
5 paid registrations

¢ 3 complimentary registration rewards with
7 paid registrations

For team benefits and the full terms and conditions
please refer to gartner.com/eu/iam

To register a team please email
emea.teamsend@gartner.com or
contact your Gartner

Account Manager.

’ ENTERPRISE ‘
30

outsource
www.outsourcemagazine.co.uk

FDE  @iTOne

@SearchSecurity.co.UK

Visit gartner.com/eu/iam or call +44 20 8879 2430

A ®

15



Return address
Gartner, PO Box 754, North Shields
NE29 1EJ, United Kingdom

“ Gartner

Summits

Gartner Identity & Access
Management Summit 2013

11 -12 March 2013
Park Plaza Westminster Bridge, London, UK

gartner.com/eu/iam

© 2012 Gartner, Inc. and/or its affiliates. All rights reserved. Gartner is a registered trademark of Gartner, Inc. or its affiliates. For more information, e-mail info@gartner.com or visit gartner.com.

YOUR EVENT REMINDERS WHAT’S NEW IN 2013!

¢ Register by 11 January 2013 for early-bird savings! ¢ Nexus of Forces — Mobile, cloud, information and social brings
new challenges and new opportunities for IAM. Understand how
to keep sight of your day-to-day operational requirements, the
e Book a 30 minute One-on-One with your preferred demands of governance, risk management and compliance,
Gartner analyst while extending your vision to include the Nexus.
¢ Mobility — We will explore the authorization, credentialing,
and authentication interactions among mobile devices, IAM

¢ Build your own agenda online now

e Join our online communities:

u n o components, and mobile device management.
in ¢ |AM with Security and Risk Management — A track designed
#GartnerlAM facebook.com Gartner to Iexplore howl IAM complements and is Complementegl by
adjacent security and risk management tools and techniques.
IAM Xchange

e Economics of IAM — Explore how to stretch your IAM euro to
make the best impact possible with what you have.

3 EASY WAYS TO REGISTER

Web: gartner.com/eu/iam Email: emea.registration@gartner.com Phone: +44 20 8879 2430




