ﬂ Gartner

Summits

Gartner
Security & Risk Management
Summit 2013

18 — 19 September 2013
Lancaster London Hotel, London, UK

gartner.com/eu/security

!TE_I;A

&

Reset Your World:
CISOs and Chief Risk Officers are the new business leaders

EARLY-BIRD SAVINGS Register by 19 July 2013 and save €300



Reset Your World: CISOs and Chief Risk Officers

HOT TOPICS

Mobile Security

Cloud Computing and
Security

Cyber Security
Web Application Security

Business Continuity and
Disaster Recovery

Bring Your Own Device
(BYOD)

Compliance and
Regulation

Risk Management

Security and risk management leaders have evolved their thinking in
the past 10 years from stopping threats to helping the business take
calculated risks to stay competitive. Many companies have textbook-
perfect policies. However, the organization as a whole probably has not
changed enough to turn policies into a consistent practice. Many of the
old attitudes and practices remain that paint the organization as a hurdle,
rather than a help, to the business.

European Leaders should make 2013 the year to push the “reset”
button. They don’t have to start from scratch, but they need to take
a step back, focus on strategy rather than pure technology, and
expedite the transformation of their organizations to a productive,
business-oriented function. Being business leaders, security and

risk management leaders must create a deliberate strategy to run,

grow and transform the business of their organizations. The different
disciplines within this area — risk management, business continuity
management, compliance, security and privacy — play more or less
prominent roles, depending on the strategic focus.

“ Gartner are unique in being able to capture the
experience of many companies in many markets and
distill this into useful/pragmatic techniques and tools. No
other company can match their breadth and depth. ,,

Head of Information Security, Sky Network Services
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are the new business leaders

Why Attend?

¢ Learn to drive measurable improvements in security performance

¢ Build security and risk management programs that meet current and future
business needs

¢ | earn how to make efficient and effective risk management programs that
scale with business growth and change

¢ Avoid costly or wasteful mistakes in selecting your approaches or vendors

¢ Integrate business continuity management with overall risk management
programs

¢ Discover how legal, security, privacy and risk management leaders
can work together to improve overall governance and business outcomes

GARTNER PREDICTS

By 2016, enterprise
security leaders will
rank operational
technology security
among the top-three
most critical security
issues facing IT.

Who Should Attend?

Senior business and IT leaders
including:

e CISOs, CSOs and their teams

¢ ClOs and other IT directors

e Anyone responsible for IAM programs

e Vice presidents, directors and
managers of information security

¢ Network security managers and
directors

e IT/IS directors and managers
e Enterprise architects and planners
e Finance executives and risk managers

Analyst-User Case Study
Roundtables Sessions

Moderated by a Gartner Analyst, Hear real hands-on “this is how

these roundtables are a great forum for we made it happen” insight, from
exchanging ideas and hearing what international organizations whose senior
your peers are experiencing around a executives are working on the best
particular issue. and most successful security and risk

) L . management initiatives in Europe.
Pre-registration is required. 9 P

Reserved for end-users. The latest case study information will be
added to the agenda as it is confirmed
at gartner.com/eu/security

Meet One-on-One
with a Gartner Analyst

Gartner Events give you more than
what your normal industry event
offers. Meeting face-to-face with

a Gartner analyst is one of the key
benefits of attending a Gartner
Summit. Personalize your 30 minute
private appointment to discuss your
specific issue and walk away with
invaluable, tailor-made advice that
you can apply to your role and your
organization straight away.

Visit gartner.com/eu/security or call +44 20 8879 2430




AGENDA AT A GLANCE

WEDNESDAY 18 SEPTEMBER

07:30 - 20:30
08:00 - 08:45

09:15 - 10:15
10:15 - 10:45
10:45 - 11:15
11:15 - 12:15
12:15-13:30

Registration, Information and Refreshments

Tutorial: Preparing a Security Strategic Plan

Christian Byrnes

Tutorial: Top Security Trends and Take-Aways for 2013 and 2014 ‘

Carsten Casper

Summit Chair Welcome and Gartner Keynote: Paul Proctor, Andrew Walls, John Wheeler, Carsten Casper, Roberta Witty and Jay Heiser

Industry Panel

Refreshment Break in the Solution Showcase

Guest Keynote:

Lunch in the Solution Showcase

A The CISO Program

The Risk and
Compliance Program

Security Program 1 —
The IT Manager: Secure
Business Enablement

Security Program 2 —
The IT Manager:
Infrastructure Protection

13:30 - 14:15 Context-Aware Security: Security in GRC 4G: How Social, Big Data and Using Managed Containers to Protect Enabling Mobility Securely by Protecting
a World Where You Don't Control Risk Analytics are Changing GRC Information on Mobile Devices Applications on Mobile Devices
Anything French Caldwell Eric Maiwald Dionisio Zumerle
Neil MacDonald
14:30 - 15:00 Solution Provider Session Solution Provider Session Solution Provider Session Solution Provider Session
15:15-16:00 Case Study Case Study Case Study Case Study
16:00 — 16:30 Refreshment Break in the Solution Showcase
16:30 — 17:00 Solution Provider Session Solution Provider Session Solution Provider Session Solution Provider Session
17:15-17:45 To the Point: Transform Your Security To the Point: The Risk Management To the Point: Why is Your Organization To the Point: Security Specialist Career
and Risk Program or Find Another Job | Maturity Pathway at Greater Risk Now That it is Encrypting & Guide: Prosper, Survive or Leave
Paul Proctor Rob McMillan Sensitive Data? Joseph Feiman
Eric Ouellet
18:00 - 18:30 To the Point: The Information Security To the Point: Roadmap for Intelligent To the Point: Identity and Access To the Point: Should you Invest in
Maturity Pathway Information Governance Management Gets Social Advanced Persistent Threat Detection
Rob McMillan Deb Logan Ant Allan Technologies?
Jeremy D’Hoinne
18:30 - 20:30 Networking Reception in the Solution Showcase
THURSDAY 19 SEPTEMBER
08:00 - 17:30 Registration, Information and Refreshments
08:15-09:00 Top 10 Security Myths Ethics at the Nexus of Security, Privacy | Forget MDM: Extending Security and Bring Your Own 4G: Are the Wireless
Jay Heiser and Big Data Identity to Mobile Apps Networks you use for Business Secure?
Frank Buytendijk Ramon Krikken Dionisio Zumerle
09:15-10:00 Cost, Consequence and Value: The Social Media Risk Management and Practicing Safe SaaS Securing Private, Public and Hybrid
Economics of IAM Compliance Technologies Jay Heiser Cloud Computing
Earl Perkins Andrew Walls Neil MacDonald
10:00 - 10:30  Refreshment Break in the Solution Showcase
10:30 - 11:00 Solution Provider Session Solution Provider Session Solution Provider Session Solution Provider Session
11:15-11:45 To the Point: Facing Information Spraw!: || To the Point: Killing IT GRC To the Point: How to Evaluate a To the Point: Software-defined
Secure Synchronization of Data on Paul Proctor Security Consulting Service Networking and its Impact on Security
Endpoints Rob McMillan Eric Maiwald
Mario de Boer
11:45-13:00 Lunch in the Solution Showcase
13:00 - 13:45 Case Study Case Study Case Study Case Study
14:00 - 14:30 To the Point: Finding the Optimal To the Point: Conquering the Last To the Point: Global IT in View of Local || To the Point:Web Application Firewalls:
Balance Between Behavioral and Frontier of Governance With Enterprise || Data Protection Laws Features, Products, Deployment and
Technical Controls Legal Management Carsten Casper Alternatives
Andrew Walls John Wheeler Mario de Boer
14:30 - 15:00 Refreshment Break in the Solution Showcase
15:00 - 15:30 To the Point: Performance Comes from | To the Point: Is Your Business To the Point: Threat Intelligence To the Point: Is Cloud Encryption Ready
Venus, Management from Mars Keeping up With the Changes and Services — Why, What and Who for Prime Time?
Frank Buytendijk Best Practices for e-Discovery and Rob McMillan Eric Ouellet
Regulatory Investigations?
Deb Logan
15:45 -16:15 To the Point: Transform Your Security To the Point: The Four Slide Risk To the Point: Sharing Data Without To the Point: Big Security Data is
Program: From Control-Centric to Presentation to the Board Losing it Neither Big Security nor Big Intelligence
People-Centric French Caldwell Jay Heiser Joseph Feiman
Tom Scholtz
16:45-17:30 Gartner Closing Keynote and Summit Close: The Gartner Five Year Security and Risk Scenario Christian Byrnes
4 Gartner Security & Risk Management Summit 2013



BUILD YOUR
OWN AGENDA

At the Summit, please refer to the agenda in the event guide provided,
for the most up to date session and location information

Agenda correct as of 29 May 2012

| 08:50 - 09:10 60 Seconds or Bust: Summit Solution Snapshots

I 10:50 - 11:10 60 Seconds or Bust: Summit Solution Snapshots

The Business Continuity
and Operational
Technology Security
Program

Supplier Contingency Planning:
What You Need to Know for Supplier

Workshops and Clinics

13:00 - 14:30 Workshop:
Getting Value out of IT Security and Risk

Analyst-User Roundtables

13:30 - 14:30 Roundtable:
How Does BCM Fit Into the Enterprise Risk

Solution Provider Session

To the Point: The Business Continuity
Management Planning Market In-Depth
Roberta Witty

To the Point: Presenting a Hard Target
to Attackers — Operationally Effective
Vulnerability Management

Mark Nicolett

So you have a New Content-Aware Data
Loss Prevention Solution... Now What?
Eric Ouellet

16:30 - 18:00 Workshop:

Meeting Business Needs for Mobility and
Security

Eric Maiwald

Recovery Metrics Programs Management Program?
Gayla Sullivan Ramon Krikken Roberta Witty

Solution Provider Session

Case Study 15:00 - 16:00 Workshop: 15:00 - 16:00 Roundtable:

BYOD and Mobile Security
Dionisio Zumerle

Cyber Security for the Internet of
Everything
Earl Perkins

User Activity Monitoring for Early
Breach Detection
Mark Nicolett

08:15 - 09:15 Contract Negotiation Clinic:
Cloud Contracts: Developing Your Own
Security and Risk Exhibits

Gayla Sullivan

08:15 - 09:15 Roundtable:
Establishing and Communicating Risk
Appetite and Tolerance Levels

Mario de Boer

Solution Provider Session

To the Point: BCM Grows Up: How a
Nexus of Technologies is Moving BCM
into the C-Suite  Roberta Witty

Case Study

To the Point: Securing the OT
Environment
Earl Perkins

10:45 - 11:45 Contract Negotiation Clinic:
A Practical Workshop to Address Cyber
Security

David Lello and Serge Eaton

13:00 - 14:30 Workshop:

What do you Buy for the Users who Have
(Access to) Everything?

Ant Allan

10:45 - 11:45 Roundtable:
Implementing Scoial Media Compliance
and Avoiding the Ick Factor

French Caldwell

13:00 - 14:00 Roundtable:What are
the Challenges and Best Practices for
Organizing the Security Function  Tom
Scholtz

To the Point: Could UTM be a Good Fit
for Enterprise?
Jeremy D’Hoinne

14:45 - 15:45 Workshop:

Why ERM and GRC Depend on Each Other
to Succeed

John Wheeler

14:45 - 15:45 Roundtable:

Where Are We Heading with the New EU
Data Protection Regulation?

Carsten Casper

15:45 - 16:30
Managing Global Recovery and
Continuity Risk
Roberta Witty

Visit gartner.com/eu/security or call +44 20 8879 2430

Powerful tools to
navigate manage
and decide

To get the most out of your
Summit experience, we've
created a range of tools to help
you manage your goals and
objectives of attending.

Online Agenda Builder

A powerful planning tool

designed to help you organize,

view and select an agenda

based on the following criteria:

¢ Analyst profile

® Date and time

e Schedule analysts one-on-
ones

e Schedule a roundtable

e Session descriptions

e Activities by day

Go to ab.gartner.com/sec14i
to view the full agenda.

Event Approval Tools

Our Event Approval Tools make
it easy to demonstrate the value
of your Summit experience.

It includes a customizable

letter, cost-benefit analysis,
cost optimization highlights, top
reasons to attend and more.
Find it at gartner.com/eu/
security

Gartner Events
Navigator
Mobile App

Manage your agenda anytime,

anywhere with Gartner Events

Navigator

e Get up-to-the-minute event
updates

¢ |ntegrate social media into
your event experience

e Access session documents
and add your notes

¢ Available for iPhone, iPad and
Android
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MEET THE ANALYSTS

SOLUTION SHOWCASE

Gartner analysts draw on the real-life challenges and solutions
experienced by clients from 12,400 distinct organizations worldwide

Develop a shortlist of
technology providers who can

Ant Allan
Research VP

Frank Buytendijk
Research VP

Christian Byrnes
Managing VP

French Caldwell
VP and Gartner Fellow

Carsten Casper

Research VP and
Conference Chair

Jeremy D’Hoinne
Research Director

Joseph Feiman
VP and Gartner Fellow

Jay Heiser
Research VP

Debra Logan
VP Distinguished Analyst

Neil MacDonald
VP and Gartner Fellow

Rob McMillan
Research Director

Mark Nicolett
Managing VP

Eric Ouellet
Research VP

Earl Perkins
Research VP

Paul Proctor
VP Distinguished Analyst

Tom Scholtz
VP Distinguished Analyst

Gayla Sullivan

Andrew Walls

Research Director Research VP
John Wheeler Roberta Witty
Research Director Research VP

Dionisio Zumerle
Principal Research Analyst

Gartner for Technical Professionals (GTP)

Mario de Boer
Research Director

Ramon Krikken
Research VP

Eric Maiwald
VP Distinguished Analyst

Consultants

Serge Eaton
Director Consulting

David Lello
Consultant

meet your particular needs.

We offer you exclusive access
to some of the world’s leading
technology and service solution

providers in a variety of settings.

PREMIER SPONSORS

®

F5 Networks makes the connected world run
better. F5 helps organisations meet the
demands and embrace the opportunities that
come with the relentless growth of voice, data,
and video traffic, mobile workers, and
applications—in the data centre, the network,
and the cloud. The world’s largest businesses,
service providers, government entities, and

consumer brands rely on F5’s intelligent services

framework to deliver and protect their
applications and services while ensuring people
stay connected.

www.f5.com

¢ TREND

As a global leader in cloud security, Trend Micro
develops Internet content security and threat

management solutions that make the world safe

for businesses and consumers to exchange
digital information. With over 25 years of
experience, we're recognised as the market
leader in server security for delivering top-
ranked client, server, and cloud-based data
protection solutions that stop threats faster and
protect data in physical, virtualised, and cloud
environments.

www.trendmicro.com

SPONSORSHIP
OPPORTUNITIES

For further information about
sponsoring this event:

+44 1784 267456
european.exhibits@gartner.com

Gartner Security & Risk Management Summit 2013




PLATINUM SPONSORS

SILVER SPONSORS

HID Global is the trusted leader in
solutions related to the creation, use,
and management of secure identities. As
the supplier of choice for integrators and
developers, HID Global serves a varigty
of markets: physical and logical access
control including strong authentication/
credential management; card
personalization; visitor management;
government ID; and identification
technologies for a range of applications.

www.hidglobal.com

)
<© FireEye

FireEye’s unique platform provides the
industry’s only cross-enterprise threat
protection fabric to dynamically identify
and block next generation Web, email,
mobile, and file-based cyber attacks in
real time. At the core of the FireEye
platform is a signature-less, virtualized
detection engine and a cloud-based
threat intelligence network, which help
organizations protect their assets.

www.fireeye.com

@ QUALYS

Qualys is a pioneer and leading provider
of cloud security and compliance
solutions with over 6,000 customers in
more than 100 countries. The
QualysGuard Cloud Platform and
integrated suite of solutions helps
organizations simplify security operations
and lower the cost of compliance,
delivering critical security intelligence on
demand.

www.qualys.com

= Sonatype

Sonatype secures modern software
development by fixing at-risk applications,
automating policy throughout the lifecycle
and identifying hidden risks in your
applications. Sonatype’s Component
Lifecycle Management identifies and
tracks OSS components, automates and
enforces policy, and prevents the use of
flawed components throughout the
software lifecycle. Ask about free risk
assessments.

www.sonatype.com

MEDIA PARTNERS

airwatch

We Simplify Enterprise Mobility™

AirWatch is the leader in enterprise-
grade mobility management and security
solutions. Our highly scalable solution
provides a real-time view of an entire
fleet of corporate and employee-owned
Apple iOS, Android, Windows,
BlackBerry and Symbian devices. As the
largest MDM provider, AirWatch offers
the most comprehensive mobility
management solution.
www.air-watch.com

KASPER§KY3

Kaspersky Lab is the world’s largest
privately held vendor of endpoint
protection solutions. The company is
ranked among the world’s top four
vendors of security solutions for endpoint
users and currently operates in almost
200 countries across the globe,
providing protection for over 300 million
users worldwide.
www.kaspersky.com/business-
security

Secunia

Stay Secure

Secunia is the leading provider of IT
security solutions that help businesses
and private individuals globally manage
and control vulnerability threats and risks
across their networks and endpoints.
This is enabled by Secunia’s award-
winning Vulnerability Intelligence,
Vulnerability Assessment, and Patch
Management solutions that ensure
optimal protection of critical information
assets.

www.secunia.com

,QV hlteS!jURa”’g

WhiteHat Security is the leading provider
of website risk management solutions
that protect critical data, ensure
compliance and narrow the window of
risk. WhiteHat Sentinel, the company’s
flagship product family, is the most
accurate and cost-effective website
vulnerability management solution
available, delivering the visibility, flexibility,
and control that organizations need to
prevent website attacks.
www.whitehatsec.com

AlertEnterprise/

AlertEnterprise delivers [T-OT
Convergence for Corporate and Critical
Infrastructure Protection. Capabilities
include physical-logical Identity
Governance and True Situational
Awareness based on physical and
cybersecurity monitoring.
www.alertenterprise.com

MaaS360

by Fiberlink

Fiberlink’s cloud-based MaaS360
platform provides organizations with
mobility intelligence and control over
mobile devices, applications and content
to enhance user experience and secure
corporate data.

www.maas360.com

Integralis applies a practical approach to
resolving customers’ information security
challenges in maintaining confidentiality
of data, integrity of business and
availability of systems and applications.
www.integralis.com/en

Modulo is a leading Governance, Risk
and Compliance solutions provider
enabling 1000+ organizations globally to
manage technology and security risks,
regulatory requirements, vendor
relationships and business continuity.
www.modulo.com

Verdasys provides Enterprise Information
Protection solutions and managed
services to secure sensitive data,
enabling businesses to successfully
compete in collaborative and mobile
environments.

www.verdasys.com

With Dell Connected Security,
information security becomes a business
enabler that helps customers connect
and share intelligence across the
enterprise to boost IT productivity while
protecting sensitive information.
www.dell.com/Learn/us/en/555/
security

General Dynamics Fidelis Cybersecurity
Solutions provides organizations with a
robust, comprehensive portfolio of
products, services, and expertise to
combat today’s sophisticated advanced
threats and prevent data breaches.

www.fidelissecurity.com

LogRhythm is the largest and fastest
growing independent SIEM provider in
the world, offering an award-winning
security analytics platform that
empowers organizations across the
globe.

http://logrhythm.com

5 software~

The ARIS Risk & Compliance Manager
from Software AG can be used to
implement and efficiently operate an
enterprise-wide compliance and risk
management system.
www.softwareag.com

ENTERPRISE ‘

Visit gartner.com/eu/security or call +44 20 8879 2430
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@SearchSecurity.co.UK
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{ WHY GARTNER EVENTS

Gartner is the world’s leading information technology This extensive body of knowledge, insight and expertise
research and advisory company. Our pivotal advantage: informs all of our 60+ events around the world. You simply
890 analysts delivering independent thinking and actionable  won’t find this unique quality of content at any other IT
guidance to clients in 12,400 organizations worldwide. The  conference. Why? Because no one understands the impact
majority from the Fortune 1000 and Global 500. of technology on global business like we do.

. Team attendance: Maximise learning
What’s New in 2013? by participating together

View full team benefits on
e Stronger/more explicit focus on the Nexus of Forces — gartner.com/eu/security

without losing sight of foundational and day-to-day needs
¢ New mini track on security of operational technology
e More presentations per track
e Gartner For Technical Professionals content as a virtual track

¢ 10 analysts who did not present at the event in 2012,
including 5 who have never presented at this Summit

‘ ‘ This event proved to be filled with lots of useful
sessions, providing information and action plans to
go with them. And all that in a pleasant atmosphere! , ,

Manager ICT & Security, Bwise

Get the information you need to help you decide to attend and keep up

to date with the agenda. Visit gartner.com/eu/security

REGISTRATION EARLY-BIRD SAVINGS

3 easy ways to register Save €300 when you register
Web: gartner.com/eu/security by 19 July 2013.

Email: emea.registration@gartner.com Early-Bird price: €2,025 + VAT

Phone: +44 20 8879 2430

Pricing

Early-Bird Price: €2,025 + UK VAT (offer ends 19 July 2013)
Standard Price: €2,325 + UK VAT

Public Sector Price: €1,800 + UK VAT

Gartner event tickets

We accept one Gartner summit ticket or one Gartner Catalyst ticket for payment.

If you are a client with questions about tickets, please contact your Account
Manager or email emea.events@gartner.com.

8 Gartner Security & Risk Management Summit 2013



