
 Research
Publication Date: 26 November 2002 ID Number: FT-18-9417

 

© 2002 Gartner, Inc. and/or its Affiliates. All Rights Reserved. Reproduction of this publication in any form without prior 
written permission is forbidden. The information contained herein has been obtained from sources believed to be reliable. 
Gartner disclaims all warranties as to the accuracy, completeness or adequacy of such information. Gartner shall have no 
liability for errors, omissions or inadequacies in the information contained herein or for interpretations thereof. The reader 
assumes sole responsibility for the selection of these materials to achieve its intended results. The opinions expressed 
herein are subject to change without notice.  

High-Profile Thefts Show Insiders Do the Most Damage 
John Pescatore 

Two recent cases show that insiders ¯ not outside cyberattacks ¯ are responsible for 
most incidents that cause real losses. Enterprises must find ways to ensure security 
while still allowing appropriate information access. 
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NEWS ANALYSIS 

Event 
On 25 November 2002, New York City authorities charged three people in an identity theft 
scheme that allegedly victimized more than 30,000 people and resulted in the theft of at least 
$2.7 million. A low-level employee of a software company who had illegal access to credit 
histories allegedly made the theft possible. The charges follow the 12 November 2002 arrests of 
three persons — including an employee of an online betting company — who allegedly rigged 
betting on the Breeders' Cup horse race to obtain a fraudulent payout of $3 million. 

Analysis 
Gartner estimates that 70 percent of security incidents that actually cause loss to enterprises — 
rather than mere annoyance — involve insiders. This finding should surprise no one. Insiders 
create an enterprise's products and deliver its services, and efficient access to sensitive 
information is essential to its efforts to bring profitable products to market quickly and 
competitively. Nonetheless, enterprises must find the balance between completely open internal 
access and overprotective security that hurts business. Enterprises can achieve this balance by: 

• Conducting background investigations before employees are hired. Background 
investigations should be required for all employees — including system and security 
administrators — who will have access to sensitive information. 

• Enforcing "need to know" policies. Consolidated access management architectures 
should be deployed to allow server and database access only to employees who require 
it for legitimate business purposes. Audit and reporting tools should be used to review 
privilege escalation actions. 

• Using acceptable-use enforcement technology. Enterprises should "trust but verify" 
by using tools from providers such as Niksun, SilentRunner and Vericept and that 
enable them to spot policy violations or illegitimate access to sensitive information within 
vast amounts of internal traffic. 

Analytical Source: John Pescatore, Gartner Research 

Recommended Reading and Related Research 

• "Fixing the FBI's 'Top 20' Security Flaws Isn't Enough" — The FBI provides a solid IT 
security framework, but enterprises must go beyond its recommendations. By John 
Pescatore 

• "Internet Filtering and Reporting: Websense vs. SurfControl" — Software tools enable 
enterprises to block inappropriate Internet sites and report on usage. By Bill Gassman 

(You may need to sign in or be a Gartner client to access all of this content.) 
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