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Eliminate Spam to Improve E-Mail Security

Mark Nicolett, Ray Wagner

The emergence of worms that propagate via spammer techniques and the use of worm
variants by spammers make spam control a security imperative.
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ANALYSIS

Many IT security organizations realize that they must work with e-mail support groups to address
the growing problem of spam. Spam is more than a nuisance and has become a security problem
on a number of levels. Common spam techniques, such as the "spoofing" of sender addresses,
compromise the integrity of corporate e-mail systems. The sheer volume of spam in some
environments can be characterized as "denial of service." Perhaps most troubling is the
emergence of worms that use spammer techniques for propagation, as well as spammers' use of
worm variants to get their messages through (see "Sobig Lesson: Pay Attention to the E-Mail
Gateway").

Many IT security vendors have expanded their product and technology portfolios to include anti-
spam capabilities. Although aggressive discovery and blocking will help reduce the volume of
spam in the short term, more-effective solutions will need to incorporate more-basic security
approaches, such as strong authentication.
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