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Manage Passwords to Secure Your IT Environment

Mark Nicolett

An effective password management policy is critical to secure your IT environment.
Combine password formation and usage best practices with tools that promote attack
resiliency to ensure that your systems are protected.
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ANALYSIS

The overall security level of an enterprise is the sum of many security foundation elements:
strong perimeter defenses, the proper configuration of system resources and effective controls for
resource access. Protecting application and data resources requires, among other things,
authenticating the people that access those resources. In turn, the integrity of the authentication
process depends on uncompromised, secure passwords. IT security directors can manage
passwords effectively, and thus better secure the IT environment, by following these best
practices.

Establish a password management policy. Develop a single password policy that is
implemented consistently across users and systems. Consider potential external and internal
threats, as well as user behavior. Communicate the policy to employees and other users, and
monitor for compliance (see "Best Practices for Managing Passwords: Overview").

Develop and enforce password formation and usage guidelines. Password formation and
usage guidelines are the external representation of the user and system administrator portions of
a password management policy. Password formation must achieve a balance between password
strength and usability. This will minimize help desk calls and avoid the possibility that users will
write down their passwords, thus making them vulnerable to discovery by attackers (see "Best
Practices for Managing Passwords: Formation" and "Best Practices in User ID Formation").
Password usage guidelines define acceptable user and system administrator behavior in the
areas of password secrecy and integrity throughout the password life cycle (see "Best Practices
for Managing Passwords: Usage Guidelines").

Deploy password management technologies and technical safeguards. The operational
implementation of a password management policy requires the deployment of technologies that
reduce user and administrative burdens, as well as techniques that protect passwords from
internal and external attacks. Password synchronization and single sign-on technologies can
significantly reduce the password management burden (see "Best Practices for Managing
Passwords: Tools"). Self-service password reset technologies can dramatically reduce the
volume of help desk calls relating to passwords (see "Best Practices for Managing Passwords:
Self-Service Q&A"). Finally, IT security organizations must understand the different internal and
external attacks against passwords and users, and implement technical safeguards (see "Best
Practices for Managing Passwords: System Security").

IT security organizations that implement these policy and technology best practices will achieve a
required foundational element for a secure IT environment: effective and efficient password
management.
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