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Return of MyDoom Shows Need for Better Antivirus
Response

Rich Mogull

The latest variant on the MyDoom worm was more annoying than destructive. But this
new outbreak is a warning that we need to improve our responses.
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NEWS ANALYSIS

Event

On 26 July 2004, a variant of the MyDoom worm spread rapidly throughout the Internet, clogging
mailboxes and causing several major search engines to shut down or slow to a crawl.

Analysis

The havoc caused by the MyDoom variant underscores the continuing danger posed by viruses
and worms. The e-mail that carried it was deviously drafted, and when the recipient opened the
attachment and installed the virus, it automatically searched various Internet search engines for
more addresses. This caused several major search engines to experience serious availability and
performance problems.

For the most part, major virus outbreaks in recent years have not been overly destructive.
However, security managers should be aware that this isn't always the case. In early July 2004,
for example, a variant of the Lovgate worm resurfaced, but with a sinister difference: It replaced
executable files on victims' hard drives with copies of itself, leaving victims' computers unable to
run. In March 2004, the Witty worm inflected some 12,000 vulnerable computers in less than an
hour, causing half of those systems to crash destructively. And although enterprises are generally
well protected against virus and worm outbreaks, most consumers are extremely vulnerable or
have already been compromised.

Recommendations: Gartner believes that viruses will continue to be mostly be an expense and
annoyance to corporations. But security managers should also prepare for more destructive
viruses by developing incident response plans to shield the enterprise and mass-restore their
systems in the event of a destructive virus or zero-day infection. These plans should include:

e A shielding strategy in the event of an attack that takes advantage of a vulnerability for
which no patch exists. Such a strategy should include shielding with firewalls, content
filters/proxies and URL filters.

e Disabling or manual reconfiguring of vulnerable software or hosts (if possible) and
monitoring of intelligence resources to detect activity before it hits the network.

e Anisolation strategy to lock down network segments to control a spreading virus and
support a safe environment to restore systems.

e Prioritization for restoration, cleaning and hardening. When a destructive event hits, it's
essential to know what needs to be up and running first.

e Reversion to standard images in the short term for partial operations if disaster recovery
plans for fully restoring systems fail.

Security managers should also deploy host firewalls and host intrusion prevention systems to
provide protection while waiting for antiviral signatures.

Analytical Source: Rich Mogull, Gartner Research
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