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Learn from 'Month of Kernel Bugs' 
Rich Mogull 

The Month of Kernel Bugs is a serious wake-up call about the vulnerability of the most 
fundamental element of the operating system. Begin preparing now for more, and more 
damaging, attacks against the OS kernel. 
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NEWS ANALYSIS 

Event 
On 1 November 2006, independent security researchers launched a campaign called the Month 
of Kernel Bugs that targets flaws in operating system (OS) kernels. The researchers plan to 
release one new exploit targeting an unpatched flaw in an OS kernel each day of November. The 
first exploits released target Apple PowerBook wireless drivers; others target other OSs, including 
Linux and Windows. More details are available at http://kernelfun.blogspot.com . 

Analysis 
The Month of Kernel Bugs highlights the poorly understood but growing threat of flaws in the 
kernel — the most fundamental part of any OS. The kernel is typically hardened, and therefore 
better-protected than other software elements; it is also technically more challenging to leverage 
a damaging attack in the kernel, because many user-based OS functions are located at a higher 
level. However, because anything running in the kernel is completely trusted, an attacker with the 
necessary skills can take full control of the exploited system from the kernel. The most common 
vectors for kernel attacks are flaws in file systems and device drivers. 

The Month of Kernel Bugs was inspired by a recent advance in the security research community: 
the free availability of "fuzzing" tools. Fuzzing is an automated software testing process that uses 
a tool to rapidly create randomly generated, often malformed input data until the process being 
tested crashes; these tools are particularly effective in discovering software vulnerabilities in 
device drivers and file systems. A second advance, the incorporation of kernel exploits into the 
free Metasploit penetration testing tool, is a very early indication that the complex exploitation of 
kernel flaws will be simplified in the future. Metasploit significantly reduces the skill level required 
to launch remote security exploits, in some cases eliminating the complexity of working directly in 
the kernel. Metasploit's kernel module (currently under development for the Windows OS only) 
will focus on leveraging remote kernel exploits, predominantly local wireless attacks.  

These twin developments will help to automate the vulnerability discovery process and simplify 
the exploit process for a subset of these vulnerabilities. Most of the vulnerabilities revealed in the 
Month of Kernel Flaws are expected to focus on Unix-based local vulnerabilities and cross-
platform wireless flaws. All parties with a stake in OS integrity — including hardware and software 
vendors and enterprises using the affected OSs — should take the Month of Kernel Bugs as a 
serious wake-up call about the vulnerability of the OS kernel. 

RECOMMENDATIONS 

• Hardware and software vendors: Move immediately to improve the testing of software, 
especially device drivers and operating system code, using "fuzzing" techniques. 

• Enterprises: Add device driver configuration and patching to your vulnerability 
management processes, but remember that even among computers using the same 
hardware version, internal devices — and therefore drivers — may vary. 

RECOMMENDED READING 

• "Manage Device Driver Vulnerabilities on Macs or PCs Quickly” — Enterprises need to 
plug a device-driver exploit before valuable information is lost or compromised. By Rich 
Mogull 

http://kernelfun.blogspot.com/
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• "Patch Management Best Practices” — Patch management best practices 
operationalize the steps of the vulnerability management life cycle. By Mark Nicolett 
and Ronni Colville 

(You may need to sign in or be a Gartner client to access the documents referenced in this First 
Take.) 
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