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Welcome
Today’s companies communication is changing
dramatically. The email is still globally recognized as
the main channel for companies to communicate, but
new ways of messaging are also entering this field.
Consumer Instant Messaging products, such as WhatsApp
or Telegram, are expanding their presence in enterprises
and DPOs, CTOs, CIOs or CISOs are facing serious issues
to keep corporate communication malware-free, legally
compliant and fully under control. Email is the most
commonly used channel for opportunistic and targeted
attacks, and this phenomenon is also emerging in the
Instant Messaging communications.
In Spamina we strive to provide a holistic approach
to secure messaging that includes both gateway and
collaboration products on desktop and mobile. We focus on three main areas: Threat Prevention;
Information Protection, Archive & Compliance; and Secure Collaboration.
The recently added Advanced Threat Protection product (ATP) bolsters defense against targeted
attacks and advanced threats, and includes file as well as URL sandboxing, for both email and Instant
Messaging. Our vision and strong technology in securing digital communication has been recognized
by Gartner in the 2017 Market Guide for Secure Email Gateway report.
What are the benefits that Spamina provides to companies?
• High protection against advanced and targeted threats for email and Instant Messaging.
• Holistic view for a secure enterprise messaging.
• Mobility and end-user usability (including mobile app and the Spamina Outlook Add-In).
• Flexible multitenant platform with a unified management interface for admins.
• EU-based company under the EU data protection laws.
Enjoy reading,
Enrico Raggini
President & CEO Spamina

More information:
www.spamina.com
sales@spamina.com
+ 34 91 368 77 33

Follow us:
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SPAMINA Solutions
Spamina has developed security solutions to provide companies with secure digital communications,
such as Parla, the secure cloud email and ParlaMI, secure instant messaging for business, plus
effective protection against emerging and Advanced Persistent Threats (APTs) and additional security
layers: email gateway security, email archiving, encryption and data lost prevention.
Our solutions are fully integrated in one single console to manage and control for the email,  
instant messaging, gateway security, calendar & collaboration, mobile policies enforcement, data lost
prevention and legal compliance.  All these tools can therefore be handled avoiding overlapping and
screen switch over.
Spamina’s security services provide seamless integration with other industry email services such as
Microsoft Office 365 TM or G Suite (by Google) and on premise email hostinh services.

Parla – Secure Cloud Email
Corporate email, instant messaging collaboration within a safe environment

Key benefits of Parla:
• Email outsourcing platform with a best-of-breed secure solution makes possible to reduce the
financial impact of receiving spam and malware while enabling a total optimization of emailrelated technology infrastructures.
• Scale IT infrastructure needs as company grows.
• Antispam and advanced threats filtering features are fully integrated in the Parla platform.
• Webmail access ensures email availability in the event of server outage.
• Encrypted Enterprise Instant Messaging and videoconference call integrated.
• Secure Instant Messaging, ParlaMI, integrated.
• Mobile Device Management: Embrace Bring Your Own Device (BYOD) with the peace of mind of
ensuring employees stay productive and do not breach corporate policies.
• Outlook Plugin (2007, 2010, 2013, 2016).
·

Parla is an alternative for companies concers over jurisdiction and confidentiality that are looking for
Non USA email service providers.   

·

Integration with Cloud Email Encryption & DLP and Cloud Email Archiving modules for data privacy
and legal compliance
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ParlaMI – Enterprise Instant Messaging
Secure and confidential business conversations from any device
Main reasons for choosing ParlaMI, Enterprise Instant Messaging:
• Permanently eliminate consumer-based instant messaging applications from your corporate devices.
• Protect your conversations from any network threat or data leakage.
• Help managers to monitor the company’s activity.
• The encrypted engine ensure that confidentiality is not compromised.
• Can be combined with archiving, data leak prevention and antimalware add-ons.
• App available for IOS and Android for both tablet and smartphone.
• Accessible from Spamina’s Outlook plugin and webmail.

Cloud Email Firewall
Effective email filtering and business continuity solution
Top features of Cloud Email Firewall:
• Protection against the latest generation of APTs such as spear phishing attacks and ransomware.
• Minimize exposure to zero-day threats.
• Prevent your mail service from being blacklisted. Cloud Email Firewall will avoid most junk
email to be sent from your email service, preventing your domain from being blacklisted.
• Spooling: in case of user’s mail service outage, emails are kept for up to 4 days until the
connection is restored. It also prevents inbound emails to be bounced back to the sender with a
non-delivery message.
• Email backup: Spamina keeps copies of all messages, both legitimate and spam, for up to 5 days.
This enables recovering messages when they are accidentally deleted by users, or to move them to
the inbox messages that initially were marked as spam.
• Emergency webmail: access your inbox anytime, anywhere and from any device in case of email
service outage.
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Advanced Threat Protection
Effective protection against emerging  and Advanced Persistent Threats (APTs)

Spamina ATP solution is an additional malware protection layer that sits of top of the Spamina’s
antispam and antimalware stack.
Spamina ATP incorporates the following technologies:
• Advanced Premium Antivirus Engine
• File & URL Sandboxing Analysis
The service is fully integrated into the Spamina administration panel, providing IT managers with full
configuration control and auditing, as well as reporting and service status (dashboard). Likewise, users
are promptly notified when received emails are submitted for analysis, and when clicking on URL links
that are deemed potentially dangerous.
Spamina ATP is an add-in for Cloud Email Firewall and Parla Mailbox.
It includes granular subscription so that a customer may have the service for, the whole company (all
domains and users), specific domains or individual users.

Cloud Email Archiving
Keep corporate email archived, immutable and always available for legal compliant requirements and
for both internal and external audits
Top features of Cloud Email Archiving:
• Seamless data discovery enabled by powerful searching engine. Multiple search criterion,
including attached documents.
• Cloud Email Archiving provides with an interface for managing simultaneously both email and
instant messaging.
• Users can selectively download mail messages in different formats, preventing vendor lock-in.
• Audit and control resources: get to know who, when, what did the user look for or what did the
user download.
• Spamina’s web interface and Outlook plugin enables the archive to be accessed anytime, anywhere.
• Intuitive and friendly interface access to corporate email archiving, with Spamina App
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Cloud Email Encryption & DLP
Ensure email privacy and prevent email data leakage

Main reasons for choosing Cloud Email Encryption & DLP implementation:
• Protect corporate digital assets from preying eyes.
• Prevent security breaches of corporate sensitive information.
• Comply with data protection regulations.
• Writing and replying to messages ensuring end-to-end protected communications. Easy and effortless
access to encrypted email.
• Empower you IT department by enabling the detection of security breaches according to your
policies. Prevent data leakage (DLP) and ensure emails are exchange confidentially exchanged.
• Users of Cloud Email Encryption can now send and received encrypted emails from anywhere with
Spamina App.

Spamina for Office O365
Spamina’s Outlook integration takes your corporate security to the next level

Enhance your email security with Spamina:
• Outbound mail filtering prevents IP blacklisting ensuring the reputation of the customer’s email service
and a solid performance.
• Provides business continuity in the event of an O365 platform outage.
• Cloud Email Firewall enables granular management at different levels (company-wide, domain and
end-user).
• Cloud Email Archiving provides with up to 10 years of email retention, legal uphold by turning
email immutable.
• Cloud Email Encryption & DLP provides administrators with a powerful policy engine enabling
effortless email encryption.
• Resellers will be able to better engage their customers with a broader portfolio while extending
O365 security.
Source: Spamina
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Research from Gartner:

Market Guide for Secure Email Gateways
Capabilities to defend against an evolving
landscape of advanced and targeted threats
differentiate providers in an otherwise mature
and saturated secure email gateway market.
Security and risk management leaders should
use this research to help evaluate and select SEG
products.
Key Findings
• Advanced threats (such as ransomware
and business email compromise) are easily
bypassing the signature-based and reputationbased prevention mechanisms that a secure
email gateway (SEG) has traditionally used.
• Thirty-five percent of client organizations that
move to Office 365 are supplementing the
offering’s natively available email security
capabilities with a third-party product.
• Sixty-five percent of organizations have
already chosen a cloud-based delivery
model for their SEG, and 95% of new and
transitioning buyers are choosing cloud-based
delivery.

Market Definition
Email is the most commonly used channel for
both opportunistic and targeted attacks, as well
as a significant point of egress for sensitive
content. As such, security and risk management
leaders continue to rely on the secure email
gateway (SEG) as a critical component of
their security strategy in an evolving threat
environment. These products are expected to
provide a versatile and broad range of capabilities
that, at minimum, should include the following
(also see Figure 1):
• A message transfer agent (MTA) that includes
security functionality to conform with the
latest published standards
• Anti-spam and signature-based anti-malware
• Marketing and graymail classification, and
personalized controls for management of
these types of messages
• Network sandboxing and/or content disarm
and reconstruction (CDR) for advanced,
attachment-based threat defense

Recommendations
Security and risk management leaders overseeing
network and gateway security should:

• Rewriting and time-of-click analysis for
advanced, URL-based threat defense

• Scrutinize SEG product capabilities for
advanced threat defense and postdelivery
protection, because these are the leading
differentiators and most important selection
criteria.

• Context inspection, display name spoof,
cousin domain and anomaly detection for
advanced, impostor-based threat defense

• Consolidate infrastructure that has been
accumulated over the years, and evaluate
leading products that can satisfy future
business needs, including DLP and email
encryption. Cloud-delivered products can
significantly reduce cost and complexity
compared to on-premises products, and
should be considered by all buyers.
• Supplement gaps (if replacement is not
an option) in the advanced threat defense
capabilities of an incumbent SEG by adding
a specialized product that is tailored for this
purpose.

• Data loss prevention (DLP) and email
encryption (pull/push methods beyond
Transport Layer Security [TLS]) for outbound
content to satisfy corporate and regulatory
policy requirements
• Cloud-based delivery
Some products may also offer email continuity
and archiving, as well as on-premises and hybrid
delivery model architectures.
Market Direction
The SEG market is both highly saturated and very
mature. Market growth has leveled off to low
single digits and differentiation between vendors
boils down to just a few criteria. Additionally,
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there is a low percentage of revenue from
new buyers, a low number of new entrants to
market, and a low level of vendor consolidation.1
Nevertheless, SEGs are still of keen interest
to Gartner clients as a critical protection
technology. As a result of these dynamics,
Gartner has replaced the Magic Quadrant for
Secure Email Gateways with this Market Guide
to provide continued coverage using a research
methodology that is better suited for this market.

Adjusting to the Shift in Threat Landscape
One of the primary criteria for differentiation
among SEGs is the capability to defend against
advanced and targeted threats. While the core
capabilities of anti-spam and signature-based
anti-malware may have been sufficient in the
past, the threat landscape has shifted to more
targeted attacks by hackers with increasing
sophistication and nation-state connections, and
those motivated by monetized cyber intrusions.
Multivector attacks using evasion through
encryption and anti-forensics techniques have
become prevalent. The baseline capabilities of an
SEG have, therefore, expanded to include defense

against three primary categories of advanced
threats via email:
• Attachment-based (such as polymorphic
malware and exploits embedded in Microsoft
Office, and PDF and compressed archive files)
• URL-based, where the exploit is delivered by a
web server
• Impostor-based (such as business email
compromise [BEC] attacks, which typically
involve messages that don’t have any URLs or
attachments, but rather use social engineering
to convince the human recipient to take a
specific action, such as making an outbound
wire transfer, paying a fake invoice or
disclosing sensitive data)
Improving protection for drive-by download
attacks and a decline in exploit kit activity will
likely lead to email being more heavily leveraged
for attacks.2 Most multiproduct vendors in this
market, distracted by other products in a broader
portfolio, had allowed development of their

FIGURE 1    Secure Email Gateway Components and Capabilities

Legitimate, Spam and Malware

Advanced Threats
Attachment-based
URL-based
Impostor-based

Inbound Messages

Secure Email Gateway
Anti-spam
File type blacklist/whitelist
Signature-based
anti-malware

Advanced Threat Defense
Network sandboxing/CDR
URL rewriting and time-of-click analysis
Context inspection, spoof and anomaly detection
MTA/anti-spam/signature-based anti-malware
Continuity
Archiving

Network sandbox

Email Encryption

Context inspection,
spoof and anomaly
detection

Data Loss Prevention

Legitimate messages

with rewritten URLs, where applicable

Outbound
messages
© 2017 Gartner, Inc.

MTA = message transfer agent; CDR = content disarm and reconstruction
Source: Gartner (May 2017)
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SEGs to wane. As the threat landscape shifted,
they were caught flatfooted and scrambled to
iterate their products. In contrast, vendors that
continued to invest in their SEG products all
along were able to use this as a competitive
advantage. This capabilities gap in the area of
advanced threat defense also creates a slim
opportunity for emerging players to compete as
well. This will be an area requiring significant
investment for any vendor that wants to become
or remain competitive in this market.

Some organizations are finding that the
native anti-spam and signature-based antimalware capabilities of cloud office systems
are “good enough” and are seeking a product
to supplement weak advanced threat defense.
In this case, they aren’t looking for an SEG, but
rather a specialized product that has shown
strong efficacy against advanced threats, such as
ransomware or BEC (see Note 2).

The Impact of Mainstream Cloud Office
Adoption

Historically, IT organizations have been reluctant
to embrace the cloud as a delivery model for
SEG due to concerns about security and control
compared to on-premises deployment options.
According to Gartner’s Security and Risk Survey
(see Evidence section for methodology), this has
changed — 65% are now using cloud-based SEG
products. Furthermore, Gartner client interactions
indicate that 95% of new and transitioning
buyers are choosing cloud-based delivery. The
advantages of this deployment option (such as
decreased cost and complexity) outweigh the
drawbacks. Organizations that have migrated
to cloud email and those that are planning a
migration are overwhelmingly choosing clouddelivered SEGs. Vendors are able to harness the
processing power of a cloud-delivered SEG for
better defense against advanced threats, while
also incorporating proper due diligence and
numerous control attestations to satisfy most
regulatory and privacy concerns. Of course,
some organizations will continue to keep SEG
implementations on-premises due to residual
privacy, data sovereignty, legal, integration
support and network design concerns.

Enterprise adoption of cloud office systems — for
which cloud email is a key selling point — is
now mainstream (see Note 1). Gartner predicts
that, by 2021, more than 70% of business users
will be substantially provisioned with cloud
office capabilities. The main cloud office systems
Gartner clients ask about are Microsoft Office
365, followed by Google G Suite. The planning
stages of a cloud office initiative often become
a catalyst for organizations to re-evaluate every
product in the email chain against the native
capabilities these cloud office vendors claim to
provide.
Microsoft Office 365 includes Exchange Online
Protection (EOP) with all plans. EOP is an antispam and signature-based anti-malware service.
Microsoft also offers Advanced Threat Protection
(ATP) to address advanced attachment and URLbased threats. ATP is included in some pricing
plans and available for others as an extra cost
option. Furthermore, DLP and email encryption
are available in some pricing plans to enable
an organization to monitor, encrypt or block
messages based on policy.
However, Gartner clients have found the email
security capabilities of Office 365 to be lagging
compared to other SEG market leaders. As a
result, 35% of client organizations that move
to Office 365 are supplementing its natively
available email security capabilities with a
third-party product. Improving these capabilities
is a priority for Microsoft. In doing so, Microsoft
becomes a threat to less-focused SEG vendors in
this market.
Google G Suite natively provides anti-spam,
signature-based anti-malware, and a basic DLP
capability in Gmail for inbound and outbound
email. G Suite does not have advanced threat
defense capabilities, although this is on Google’s
product roadmap.

Reaching the Tipping Point for Cloud
Deployment

Market Analysis

Differentiating Capabilities
Many of the capabilities that an SEG is expected
to provide have become commoditized and
are very similar between vendors. For example,
basic anti-spam is currently more than 99.7%
effective across almost all vendors and is within
acceptable limits for most organizations. In
the context of Gartner’s adaptive protection
architecture framework, an SEG is typically
categorized as “preventive” since it is put in
place to block malicious messages before they
can impact the enterprise.
Advanced threats easily bypass the signaturebased prevention mechanisms that an SEG has
traditionally used. While vendors have added
advanced threat defense capabilities to bolster
this, organizations should never believe that
100% prevention is possible, or become overly
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reliant on blocking-based mechanisms for
protection. Instead, organizations should assume
that they will be compromised and focus on
additional capabilities to detect and respond
to breaches. Several SEGs can provide more
intelligence into security operations, analytics
and reporting platforms. Some have also added
interoperability with other detection, response
and predictive technologies (such as endpoint
detection and response [EDR] and user and
entity behavior analytics [UEBA]) to enable more
comprehensive protection.
The following capabilities can be used as primary
differentiators and selection criteria for SEG
products.

For attachment-based advanced threats:
Network sandbox — A network sandbox is used
to inspect attachments and URLs that the SEG
cannot identify as benign or malicious using
other methods. The network sandbox should
cover an extensive set of file types (including
zip, wsf, js and macros that are commonly used
in attacks) and embedded URLs. Additionally, it
should have strong anti-evasion capabilities and
should accurately identify malware that attempts
to detect that it is being run in a virtualized
sandbox environment.
Content disarm and reconstruction (CDR)
— CDR breaks down files into their discrete
components, strips away anything that doesn’t
conform to that file type’s original specification,
International Organization for Standardization
(ISO) standard or company policy, and rebuilds
a “clean” version that continues on to the
intended destination. This real-time process
removes zero-day malware and exploits, while
avoiding the negative business productivity
impact that is typically caused by sandbox
detonation and quarantine delays. CDR can
be used as a supplement or replacement for
network sandboxing, depending on the use case.
Many recipients don’t mind receiving a copy
of a document that is visually identical to the
original, but that does not contain any code.
However, that is not the case for every user.

For URL-based advanced threats:
URL rewriting and time-of-click analysis —
Rewrite URLs before they are delivered to the
user for stronger protection than time-of-delivery
URL inspection. This can be used to:
• Disarm the URL (turn it into a nonclickable
version of the URL)

• Replace with text (such as “embedded URL
removed for security reasons”)
• Redirect the URL to the URL inspection service
for time-of-click analysis protection
URLs in attachments are generally left untouched
by most SEGs, although several have this on their
product roadmap.

For impostor-based advanced threats:
Display name spoof detection — Detect
spoofed messages based on email headers and
the sender names. Some products support the
fuzzy matching of sender names with a list of
names that the email security administrator can
set up. This is typically a list of VIP users.
Domain-based message authentication,
reporting and conformance (DMARC) on
inbound email — Enforce DMARC on inbound
email traffic to protect internal users from
receiving spoofed external messages from
domains that have implemented DMARC in
rejection mode. This also checks the alignment of
the domains used in FROM and MAIL FROM email
addresses.
Cousin domain detection — Detect the use
of cousin domains. Most, if not all, SEGs allow
administrators to include a list of cousin domains
that should be flagged. Some SEG vendors do
fuzzy matching on domains to detect such scams,
whereas others require the customer to upload its
own list of cousin domains.
Anomaly detection — Detect anomalous
messages based on sender, recipient, envelope,
content, history and other context to thwart BEC
attacks.

Additional differentiating capabilities:
Graymail handling — This is an area where
many SEGs require further investment. Most
products are capable of identifying graymail
(that is, solicited bulk email messages that the
recipient “opted-in” for at some point in the
past), but many lack methods for end users to
configure the handling of these messages based
on their individual and subjective preferences.
Consider products with a secure unsubscribe
feature. Some attacks masquerade as graymail and
hide a malicious URL in a seemingly innocuous
unsubscribe link. Products may offer a safe
unsubscribe capability that effectively replaces the
links in such messages with a secure one.

11
DLP and email encryption — Outbound
email security features such as DLP and email
encryption are critical for intellectual property
(IP) protection and regulatory compliance
(such as PCI and Health Insurance Portability
and Accountability Act [HIPAA] data). These
capabilities should be weighed heavily in
buyer analyses. Although they can be used
separately, DLP and encryption are typically
used in a complementary approach. Users
should be provided with readily available email
encryption options that empower them to make
the right decision when handling sensitive
data via email. However, if they inadvertently
or intentionally fail to do so, then the DLP
inspection engine for outbound messages can
block or remediate this as a fail-safe. More than
50% of organizations leverage the DLP and email
encryption capabilities of an SEG. See the Gartner
Recommended Reading section for the latest
research covering both of these technologies and
the broader markets they are in.

BAE Systems
London, U.K. (www.baesystems.com)
BAE Systems is a large global provider of defense
and IT products. It acquired a cloud-based SEG
through the acquisition of SilverSky in 2014. As
an experienced defense contractor, BAE Systems
has developed tradecraft for addressing advanced
threats, and offers detection and response
correlation of data from gateways, SIEM tools,
and operational technology (OT) monitoring tools.
It has good visibility into sophisticated attacks
via its managed security services and advanced
threat detection service offerings. The SEG is
integrated with BAE Systems’ other managed
cyber security offerings, making it a good fit for
organizations with a primary focus on security
(such as government, industrial and financial
services) or organizations looking to outsource
the entire email infrastructure to a managed
service organization.

Barracuda Networks
Postdelivery protection — Organizations should
consider vendors that have added detection and
response capabilities to address threats that were
not initially caught by the SEG and were allowed
to land in a user’s inbox. Using API integrations
with cloud email systems (such as Office 365)
or plug-ins for email clients (such as Outlook),
these vendors can attempt to “claw back” a
malicious message by removing it from the user’s
inbox after initial delivery. Since this message
may have already been opened by the user, the
product should also be able to alert relevant
personnel and products (such as an administrator,
security operations center, EDR or security
information and event management [SIEM]) about
this potential compromise for remediation or
recovery. As interoperability gets better between
products, remediation actions can be taken in
real time to decrease both incident response time
and the level of human effort required.
Representative Vendors
The vendors listed in this Market Guide do not
imply an exhaustive list. This section is intended
to provide more understanding of the market and
its offerings. It is not, nor is it intended to be,
a list of all vendors or offerings on the market.
It is not, nor is it intended to be, a competitive
analysis of the vendors discussed.

Campbell, California, U.S. (www.barracuda.com)
Barracuda Networks is a long-established security
and storage vendor that provides a range of
economical, easy-to-use products that are aimed
primarily at midsize enterprises. Barracuda
Networks’ product portfolio includes storage and
application delivery products, along with an array
of security products, which cover SEGs (including
advanced threat defense), secure web gateways
(SWGs), web application firewalls (WAFs),
firewalls and SSL VPN. Barracuda Networks’ email
security products are shortlist candidates for
organizations that are seeking “set-and-forget”
functionality at a reasonable price.

Cisco
San Jose, California, U.S. (www.cisco.com)
Cisco has a broad security portfolio across many
markets beyond email security, such as firewall/
intrusion prevention system (IPS), web security
and endpoint security. Cisco’s email security
appliances and cloud service can integrate with
Cisco’s Advanced Malware Protection (AMP)
Threat Grid to provide advanced threat defense
capabilities. The strength of AMP Threat Grid
is primarily derived from Cisco’s acquisition of
Sourcefire in 2013 and ThreatGRID in 2014, as
well as its large threat research group. Cisco enjoys
strategic vendor status with many of its customers,
and is well-respected in the core network buying
centers. It is a good shortlist candidate for existing
customers already using another Cisco security
product and other organizations seeking an
attractive price for performance.
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Clearswift

Proofpoint

Theale, Reading, U.K. (www.clearswift.com)

Sunnyvale, California, U.S. (www.proofpoint.com)

Clearswift has a long-established presence in
the SEG market, primarily in the U.K., Europe
and Asia/Pacific. In January 2017, Clearswift
was acquired by RUAG and is part of its Defence
Cyber Security business unit. The company has
expanded its focus to the data protection and
information governance markets. Its product
portfolio can also cover multiple communications
channels (email, web and endpoint), in
conjunction with centralized data security
governance functionality, to track and trace the
movement of information across the enterprise.
In the SEG market, Clearswift is a reasonable
shortlist candidate for organizations in supported
geographies looking for data protection
and information governance products with
bidirectional advanced redaction capabilities.

Proofpoint continues to lead the market with
R&D investments in innovative features and
corporate acquisitions to complement its
enterprise capability (for example, the acquisition
of the fraud division of Return Path, as well as
the acquisitions of FireLayers, Sendmail, Armorize
Technologies and NetCitadel). It has the sharpest
focus on email security issues, particularly
advanced threat defense, resulting in one of the
highest growth rates in this market. In addition
to SEG capabilities, the company offers email
continuity, archiving, e-discovery, social media
risk, large file transfer and incident response.
Proofpoint is a very good shortlist candidate for
organizations looking for a full range of best-ofbreed SEG functionality in supported geographies.

Spamina
Microsoft

Madrid, Spain (www.spamina.com)

Redmond, Washington, U.S. (www.microsoft.com)
Microsoft offers a SaaS-based product called
Exchange Online Protection (EOP). Microsoft’s
dominance in the email market and licensing
scheme makes it a strategic provider of SEG
capabilities. Microsoft added Advanced Threat
Protection (ATP) in an attempt to reach feature
parity with other players in the market. Its ease of
deployment and competitive street pricing make
it a de facto shortlist contender for all Office 365
customers.

Mimecast
London, U.K. and Boston, U.S. (www.mimecast.com)
Mimecast is the only vendor in this Market Guide
that is solely dedicated to email security and
management issues, including email continuity,
archiving and e-discovery. The company is more
end-user-focused than others in this section, with
security options made available to end users
through an Outlook plug-in. Improvements in
advanced threat defense and service delivery
infrastructure have seen Mimecast gain market
and mind share from other players. Mimecast is
a good fit for organizations looking for a focused
provider of email products in a tightly integrated
cloud-based platform.

Spamina offers regional specializations in EMEA
and Latin America for a broad portfolio of cloud
and on-premises products that include SEG,
archiving, secure collaboration and mobile
messaging. Spamina provides a single admin
interface for all of its cloud-based products,
with security options made available to end
users through an Outlook add-in or mobile
app. Spamina recently added advanced threat
defense capabilities that customers can buy
as an optional add-on to its SEG. Spamina is a
reasonable shortlist candidate for organizations
in supported geographies looking for a holistic
approach to secure messaging that includes both
gateways and collaboration products on desktop
and mobile.

Symantec
Mountain View, California. U.S (www.symantec.com)
Symantec has a broad security portfolio that
covers email, data, endpoint and web security.
Symantec is one of the largest SEG vendors
by market share, with mature SEG capabilities
available in a variety of form factors. Symantec’s
SEG customers can benefit from deep integration
with its Advanced Threat Protection offering
(which has been bolstered by the addition of
the threat intelligence network from the 2016
Blue Coat Systems acquisition) or its powerful
enterprise DLP product. Symantec is a reasonable
shortlist candidate for most organizations.
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Trend Micro

protection. Most security and risk management
leaders would prefer not to chain together
multiple, full SEGs. They will consider either
replacing their current product or adding a
specialized product that has shown strong
efficacy against targeted phishing attacks,
such as BEC, that includes cousin domain and
anomaly detection (see Note 2).

Tokyo, Japan (www.trendmicro.com)
Trend Micro is a major provider of threat and data
protection products, and was an early entrant
in the SEG market. Its SEG product is offered
in a broad range of delivery form factors. Trend
Micro also offers robust mail server security,
which provides tools for security tasks that can’t
be accomplished at the gateway. Trend Micro
is primarily focused on building out its overall
enterprise business by growing its reseller and
channel presences in North America and Europe
to better complement its very strong presence in
its home region, APAC. Trend Micro is a shortlist
candidate primarily for organizations that already
have a strategic relationship with the vendor.
Market Recommendations
Security and risk management leaders overseeing
network and gateway security should:
• Scrutinize SEG product capabilities for
advanced threat defense and postdelivery
protection, because these are the leading
differentiators and most important selection
criteria.
• Consolidate infrastructure that has
accumulated over the years, and look for
leading products that can satisfy future
business needs. Cloud-delivered products can
significantly reduce cost and complexity, and
should be considered by all buyers. In the
longer term, organizations should consider
opportunities to converge the entire email
stack, from mailboxes to archiving, into a
single vendor’s cloud-delivered solution or
a combination of on-premises and cloud
delivery models.
• Supplement gaps in the advanced threat
defense capabilities of an incumbent SEG
by adding a specialized product tailored
for this purpose, if replacement is not an
option. Not all SEG vendors include best-ofbreed advanced threat defense capabilities.
Furthermore, many organizations are not able
to pursue a “rip and replace” approach due to
the implications for DLP and email encryption.
These are typically separate initiatives that are
tied to business processes and stakeholders,
so they add additional time to a technology
migration. Should this be the case for your
incumbent SEG, consider complementing
it with a product that provides additional

• Make an effort to understand business
requirements for DLP and email encryption
over the next three years and evaluate
products accordingly. Although it is
not optimal, SEG DLP capability can be
implemented independently of enterprise DLP
to satisfy email-specific aspects of regulatory
compliance, enforce acceptable usage or
enable automatic email encryption. For IP
protection, however, buyers of SEG DLP must
understand how it will integrate into a moreholistic enterprise data management strategy.
• Understand that effective mitigation of
inbound malicious messages (such as phishing
attacks) requires CISOs to take a multipronged
approach that spans technical, procedural
and educational controls. See the Gartner
Recommended Reading section for the latest
“fighting phishing” research that discusses
the full scope of the inbound phishing threat
and identifies effective mitigation strategies.
Evidence
Intel Security announced the end of sale for its
McAfee Email Security Solutions in October 2015.
1

See “Exploit Kit-Based Attacks Decline
Dramatically” and “Tracking the Decline of Top
Exploit Kits.”
2

The findings and recommendations in this
research were derived from more than 700
Gartner client interactions since July 2015 on the
topic of email security, as well as from Gartner’s
Annual Security and Risk survey.
Gartner conducted its Annual Security and Risk
survey in five countries between 24 February and
22 March 2017 in order to better understand how
risk management planning, operations, budgeting
and buying are performed, especially in the
following areas:
• Risk and security management
• Security technologies and identity and access
management (IAM)

14
• Business continuity management

Note 2. Specialist Products for Advanced
Threat Defense Capabilities

• Security compliance and audit management

Sample vendors with this type of focused offering
include Agari, Area 1 Security, FireEye, Glasswall
Solutions, GreatHorn, Ironscales, Vade Secure and
Votiro. When considering this option, security and
risk management leaders should carefully assess
these vendors’ products because their features
and deployment options vary greatly. Because
not all organizations will want an additional MTA
in the email flow, many vendors in this space
will offer detection only, and only require the
forwarding of traffic (through BCC or journaling,
for example). Others will integrate with cloud
email providers through APIs.

• Privacy
The research was conducted online among 712
respondents in five countries: the U.S. (141
respondents), Brazil (143 respondents), Germany
(140 respondents), the U.K. (144 respondents),
and India (144 respondents).
Qualifying organizations have at least 100
employees and $50 million (USD equivalent)
in total annual revenue for fiscal year 2016. All
industry segments qualified, with the exception
of IT services, and software and IT hardware
manufacturing.
Further, each of the five technology-focused
sections of the questionnaire required the
respondents to have at least some involvement
or familiarity with one of the technology domains
we explored.
Note 1. Cloud Office Systems
Cloud office systems include creative,
collaboration, communication, social,
coordination and data services, along with APIs
that enable integration with other systems.
Microsoft Office 365 and Google G Suite are the
primary examples. At a minimum, cloud office
products include capabilities for email, social
networking, file synchronization and sharing,
document creation and editing, screen sharing,
IM, audioconferencing, and videoconferencing.
Most buyers start with a subset that includes
email. The broad term “cloud office systems” is a
generic label. The term “Microsoft Office” refers
to a specific range of products from Microsoft.

Source: Gartner Research Note G00320003, Neil Wynne, 03 May 2017
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About SPAMINA
SPAMINA, is a European-based security company that develops and
provides corporations with flexible and Secure Digital Communications.
Managing and mitigating cyber-crime related risk is critical. Widely
known electronic communications means such as email, as well as the
increasingly used instant messaging, are channels where the corporate
digital assets can be jeopardized. Simile Fingerprint Filter® proprietary technology protects corporate
networks from advanced and zero-day threats. Spamina provides with a safe communication environment
where business continuity, service scalability and cost-effectiveness are ensured.
Our cloud services range from enterprise secure email platform, enterprise mobile management, email &
IM gateway protection to archiving and encryption & DLP solutions for legal compliance.
A cloud environment involves storage and transfer of digital information. Spamina is subject to the most
demanding EU regulations in terms of data protection and is committed to ensuring the highest security
standards for digital safeguard.
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